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By 1972, it was 
becoming clear 
computing was 

broken…

https://csrc.nist.gov/csrc/media/publications/conference-paper/1998/10/08/proceedings-of-the-21st-nissc-1998/documents/early-cs-papers/ande72a.pdf
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Now a 50-year-old issue costing $trillions

➢ The global cost of cybercrime is surging..

Rising from $9.22 trillion in 2024 to $13.82 trillion by 
2028 
source: statista.com

➢ Up to 88% of UK companies have suffered breaches in the 

last 12 months 
Source: Threat Research (vmware.com)

➢  A small business in the UK is successfully hacked every 19 

seconds

 Source: Hiscox Group

➢ 54% of business have acted in the past 12 months to identify a cyber 
security risk  Source: DCMS Cyber Security Breaches Survey

➢ Data breaches cost UK enterprises an average of $3.88 

Million per breach  Source: IBM Cost of a Data Breach study.

➢   The average UK cybersecurity budget is around $900,000, 

compared to an average of $1.46 million globally                                                                                                                             
Source: Hiscox Group
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https://www.vmware.com/security/threat-research.html
https://www.hiscoxgroup.com/news/press-releases/2018/18-10-18
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2022/cyber-security-breaches-survey-2022
https://www.csoonline.com/article/3434601/what-is-the-cost-of-a-data-breach.html
https://www.hiscoxgroup.com/news/press-releases/2018/18-10-18


…by 2018 Gov/Industry aligned around ISCF… 

▪ 2018: UKRI asked UK industry “what are your 
challenges ISCF could help solve?

▪ They described a failure in market dynamics that 
was stopping industry from introducing new 
technology that could block vulnerabilities from
exploit

▪ Some UK research output 
looked like it could help

▪ Funding announced
Jan 2019

▪ Programme designed 
in collaboration



ISCF DSbD Challenge Vision
(at start of programme)

By 2025, the ISCF Digital Security by Design 

challenge aims to overcome the market failures and 

radically update the foundation of the insecure 

digital computing infrastructure that underpins the 

entire economy. A new and secure computer hardware 

approach, proven in at least two major industrial 

markets, will protect against at least half of known 

and associated future technological vulnerabilities

Working up for the first time from the central hardware of a digital device 

DSbD, an initiative supported by the UK government to transform digital technology 

and create a resilient, and secure foundation for a safer future.



Programme as a “Facilitator”

The Digital Security by Design (DSbD) initiative, supported by the UK government, aimed to 
transform digital technology to create a more resilient and secure foundation for the future. 

▪ Objective: DSbD was to address fundamental security issues in current digital 
infrastructure by developing by-design focused secure hardware and software ecosystem.

▪ Collaboration: The programme involves collaboration between academia, industry, and 
government, including partners like DSIT, NCSC, MoD, Arm, University of Cambridge, 
Google, and Microsoft.

▪ Technologies: DSbD focuses on creating new security capabilities that limit the impact of 
vulnerabilities by-design and ensure only expected access to data and operations.

▪ Prototype Hardware: The programme has developed the Morello and Sonata board that 
implements the CHERI protection model for fine-grained memory protection and scalable 
software compartmentalization.

▪ Community Engagement: Developers and tech organizations can access prototype 
hardware and software, participate in networking events, and contribute to open-source 
projects.

▪ Funding and Support: The DSbD Technology Access Programme provides technical 
guidance, prototype hardware, and funding for eligible companies to experiment with DSbD 
technologies.
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Why could a (small) UK Programme “change the world”

Hardware

Firmware

Software

Services

Applications

Configuration

NOTE: The entire digital economy and infrastructure 
are balanced on architectures that are 

fundamentally vulnerable to the exploitation of any 
mistakes in software implementation or design

Central Processing Unit

Memory access architecture~1

~3

100’s

1000’s

100k’s

1M’s

Users1B’s

The Cyber Pyramid

Cybersecurity is focused on 
configuration management, 
best practices, monitoring and 
patching

Software manufacturers must 
deliver more secure services 
and applications by default

But still, hardware and related 
components need to protect 
against software 
vulnerabilities by design



DSbD’s Delivery Approach

Technology Sector

Collaborative R&D 

To enable market use, tooling 
and processes to utilise the 
new security capabilities; 

ecosystem enablement

Industry Sector 

Business-led Demonstrators 
and Technology Access 

Programme 

Sector defined applications 
showcase impact and move the 

accepted norm

1. DSbD Enablers 2. Technology Developers 3. End Markets

Enabling Technology

 Prototype Platform

Deliver a proven secure-by-
default hardware evaluation 

board and 

system software



Building of an inclusive ecosystem:



Now part of Governments’ Strategy

17 International 

Cyber Agencies: 

Case for Memory 

Safety

UK National Cyber 

Strategy: Technology 

Pillar

UK Semiconductor

Strategy

USA’s Whitehouse 

Technical Report
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Summary at Programme End

Demonstratable 
broken the targeted 
market failure

Showing approach can 
block around 70% of 
ongoing vulnerabilities and 
associated costs

Matured required 
technologies ready for 
commercial adoption and 
deployment

Part of 
international/gov 
language and 
strategy

Now investigating guidance 
/ policy / procurement  etc

Increasing alignment of 
international response and 
posture to cyber-risks and 
mitigations

International 
ecosystem that is 
cross 
discipline/sector/ 
market / gov / 
academic / 
business / etc

Organizations have formed 
“CHERI Alliance” to align 
on standards and 
enablement

Over 200 enterprise 
software organization 
signed up to “Secure by 
Design Pledge”

New business and 
large business 
departments 
created to deploy 
and commercialise

Various RISC-V devices 
and IP

Being design-in most “root 
of trust” devices by big-
tech businesses 

Still work required 
to achieve 
ubiquitous 
deployment (post 
programme goal)

Increased international 
awareness and 
collaboration

“Helping” tech supply 
chain understand their 
responsibility 

Making the end-customers 
know more can be done
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Thank you!

John Goodacre
Prof. Computer Architectures

University of Manchester

Director, Digital Security by Design

UK Research and Innovation
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