An Innovation Ecosystem to
encourage Cybersecurity by Design?

Reid Derby, CyNam
12 Nov 2024

L » |National Cyber

J CYNAM R Security Centre



If you could be an animal, what type would you be?

Classification of Animals
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Although short-sighted it
is believed beavers can
see colour. They also have
athird, clear eyelid,
(nictating membrane)
which allows them to
see underwater.

Castor fiber

An excellent sense of

hearing both on land and

underwater allows them
to identify predators and
family. The inner ear is full
of dense fluffy hairs which
trap air and prevent water

from getting in.

Vital for finding food,
identifying family
members and detecting
danger, a beaver's sense
of smell is it's most
important and one of its
strongest senses.

Beavers teeth are
reinforced with iron
which gives them their
distinctive orange colour
and allows them to gnaw
through wood.

Eurasian Beaver

With a lung capacity
roughly 3 times that of
an adult human beavers
can remain underwater
for up to 15 minutes at a

Beavers have 2 layers

of fur. A short dense
underfur which acts as

time.

Weigh up to:

30kg

Upto
4.3 feet (1.3m)

Hand-like forepaws allow
beavers to easily grasp
food and materials. But
unlike us it is the outer
digit of the hand which is
opposable (imagine your
thumb and pinky swapped

places).

Large webbed hind feet
(up to 7 inches) which
are mainly used to
propel beavers through
water up to speeds of

Smph.

28 European countries have
reintroduced beavers since
the 1920's. The European
population is estimated at 1.5
million individuals but Britain
only has an estimated 2,000.

Largest rodent in the

an insulator and an
outer layer of longer
guard hairs which repel
water.

A

Beaver fossils and other
archaeological remains
have been discovered at
104 different sites across
Britain.

Up to
1.5 feet
(0.5m)

Large, flat and scaly tail
mainly used as a rudder
when swimming. Also used
to slap the water's surface
to deter predators and
notify other beavers of

danger.
2nd

world

Out of 4,660 known species of
rodent, the beaver is second
only to the Capybara from

South

America in size.



What caused the decline of beavers in the UK?
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And Castoreum — secreted from beaver castor sacs

By H. Zell - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php? Depiction of a beaver hunt in the 13th Century Salisbury Bestiary, British
curid=19881156 Library



Beavers have existed in Europe for more than 30 million years and populated almost the entire continent. But
from the 12th century onwards, these large rodents experienced a sharp population decline due to the
deterioration of their habitats and the extensive hunting of fur, meat* and castoreum**. At the beginning of the
20th century, only about 1200 animals had survived in 8 isolated regions of Eurasia. Today, more than 1 million
animals are estimated in Europe, and populations are increasing again.

* During the Council of
Constance (1414-1418) it was
decided that beavers had
enough resemblance to fish
to be eaten during Lent. This
resulted in a number of
recipes with "beaver’s tail’
which was prepared like fish
and eaten during fasting or
on Fridays.

** Castoreum is a strong-
smelling secretion from the
beaver’s castor sacks used as
a medicine and basic aroma
in perfumes. It is also
believed to act as a potency
enhancer and aphrodisiac.

Eurasian beavers are the
largest rodents native to
Eurasia. They weigh 11-30 kg
and measure 105-150 cm
from head to tail.

As a "water body designer’,
the beaver changes the
landscape, creates habitats
for numerous other species
and improves water quality.
In beaver regions there is
usually a higher biodiversi?r
of insects, amphibians, birds
and fish. Because of these
design activities, it is con-
sidered a "key species” of
semiaquatic ecosystems.
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In an effort to supplement the almost
extinct beaver population, 7 North American

beavers were released in Finland in 1937.

By 1973 it turned out that North American »
beavers belonged to another subspecies
(Castor canadensis) than Eurasian beavers
(Castor fiber) with 40 instead of 48 chromo-
somes. Due to its slightly higher reproduc-
tion rate, the North American beaver is
slowly displacing its Eurasian competitor.
Itis since discussed to eradicate the alien
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The effects of beaver reintroduction into an ecosystem

REINTRODUCTIONS  Sg&fs

Qur map shaws the variows beaver res E
mmeum.ME
projects and unofficial (lgal) releases.

EFFECTS ON BIODIVERSITY

PHYSICAL CHANGES « Creation of habitat mosaic
* Increase in pond, pond edge, and
. dead wood inhabiting species
Stream alteration + Provision of food source and cowver
* Reduced current velocity fior adult and juvenile fish
* Raised water table - Promation of regeneration of target
* Increased water surface area & species (e.g. willow)
. depth 5 : . + Enhanced understory diversity in
s, Y " Incresse in sediment trapping riparian zone
& i * Reduction of turbidity
FOREST OF DEAN, o pal "‘=, e X 7 downstrean
! N = Improved regulation of stream EFFE::Su:g:gﬁ‘rETEH
acidity
* Diversification of river bank e Imicnd i
struciure

Flood control
« Erosion control
et " * Increase in available W and P
mmnm_?mmﬂrwm * Increase in dissolved organic matter
 Felling of the trees + Enhanced nutrient cycling
- TUEpENSE 11k CpeT GO  Mediation of water temperature

+ [ncreased ecosystem resistance (o

= Increase in woody debris

WODDLAND VALLEY FARM,
CORNWALL

i b = . disturbances

Wi




TYPES OF ECOSYSTEM
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What is an innovation (eco)system?

FACTORS INFLUENCING INNOVATIONS Co-evolution
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Model 1: Measuring Entrepreneurial Ecosystem Vibrancy, the Kauffman
Foundation

Measures for ecosystem vibrancy

Sectoy Population
density, P
- ] flux
especially high
Share of el
employment Labour market
in new and reallocation
young firms
hiswand High growth
young firms i
per 1,000
people
Multiple
ngm."} economic
connectivity, specialisations
Spinoff rate

Immigrants

Dealmaker .
networks Mobility

Source: 2015, Measuring an Entrepreneurial Ecosystem,
Ewing Marion Kauffman Foundation
Diagram: Chad Renando



Model 2: Entrepreneurial Ecosystem Diagnostic Toolkit, the Aspen Network

of Development Entrepreneurs

Indicators for Assessing Entrepreneurial Ecosystems

Level of satisfaction with the quality and availability of business
support services - legal, accounting, incubation, etc. *

13, Size of membership and budget of industry & network
associations

14. Number of networking activities and events

15. Number of incubators and accelerators in region

16. Average success rate for incubators and accelerators (% of
graduates that are profitable or have received investment 5 years
after program participation)

1. Amount of bank loans outstanding
toregional businesses

2. Average Interest rate spread

3. Collateral Requirements

Banks
4. Amount of assets invested in region (# of
dealsand investment amounts) - VC/Angel/PE
5.Return on investments - VC/Angel/PE
6. Co-investments with other regional
investors - VC/ Angel/PE
7. Percentage of early stage investments

Venture Capital /
Angel Investors /,
Private Equity

Public Stock
Market
8.Turnover in Stock Market
9. Capitalization of Stock Market
10. Newly Listed Companies in
Stock Market

Philanthropic
Activity
Human Capital

11. Number of foundations and other
philanthropic organizations n region
12. Amount of donor grants in region
(foundations)

30. High school graduation rates
31. Job placement information
32. College graduation rates

33. Annual number of STEM graduates

34, Business community satisfaction with quality of education,
employability of graduates, private sectoracademic collaboration*
35. Quality and availability of entrepreneurship education*

36. Quality of business schools (independent ratings, accreditations)

Entrepreneurial

37. Availability of high speed internet access
38. Availability of mobile networks

39. Current level of business satisfaction with availability of
connectivity services®

0. Current level of business satisfaction with availability of utility
services (electricity, water, gas, etc.)*

41. Current level of business satisfaction with availability of
transport services™

42. Percent of businesses paying for security*

43, Average cost of security (% of annual sales)*

ue to theft and vandalism (% of annual sales)*

Business
support
services

Research &
Development /

culture
Innova

47. Entrepreneurial motivation in
society*

48. Proclivity for risk*

49. Cultural and social norms

50. Media narratives of
entrepreneurship

45. Number of patents and

laboratories in region
46. Spin-outs and major
technology licensing deals

patenting rates (patents/ research
dollars) for research centres and

17. Effective tax rates for region (vs. competitor regions)

18. Amount provided in tax incentive programs

19. Overall business satisfaction with business environment*

20. Level of satisfaction with government services and programs*
21. Costtostartabusiness

22. Time tostart a business (number of days)

23. Time tostart a business (number of steps)

24. Cost toclose a business

25. Percentage of businesses that report paying a bribe*

Enterprise performance

51. Enterprise birth rates

52. Enterprise death rates

53. Rate of high growth firms, based on
employment growth

54. Rate of high growth firms, based on turnover
growth

55. Survival rates at 3and 5 years

56. Proportion of 3 and 5 year old firms

57. Productivity contribution (young or small
firms)

58. Innovation performance {young or small
firms)

59, Export performance (young or small firms)

60.GDP Growth

61. Gini Coefficient
62.Netjob creation

63. Average/Median wages &
salaries

64.Job quality

65. Poverty rates

26.Sales to International Corporate Customers*
27. Sales to Domestic Corporate Customers*
28, Target market size (international)

29, Target market size (domestic)

Source: 2013, Entrepreneurial Ecosystem Diagnostic Toolkit, Aspen Network of Development Entrepreneurs

Diagram: Chad Renando




Model 3: The Regional Entrepreneurship and Development Index

REDI)
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Percentage of businessesinitiated
because of opportunity startup
‘motive (rather than necessity)

Percentage of population who provided
funds for new business in past 3 years
excluding stocks and funds, average

Technology
Adoption

Percentage of enterprises introducing new or
significantly improved methods
manufacturing or producing goods or service;

training and ife long
learning
Human Share of population  Share of population with
‘Absorption Capital P‘f“dl’l:"l ineducation  higher education
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belongto the creative sector Eosioyment "‘”‘:";"h',‘"‘" Hi secondary education
Human resources knowledge intensive services
inscience and

techOlOBY  pecearchers  Employmentin technology and
knowledge ntensive sectors
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Create conditions & build capacity for a thriving entrepreneurial and innovation ecosystem:

Talent, knowledge, skills, experience,
diversity

Mational Centre for Teacher CPD in Tech & Cyber Capital Cultural

{build on NCCE hubs e.g. Pate's Odyssey)

Community engagement programme — focused

on areas of high deprivation

The 7 Capitals
Sits at the heart of a national ecosystem

Ideas, information, technologies, stories

= Convene research institutes around future national security and
S&T challenge areas

+  Build a platform for sharing stories of innovation, entrepreneurship

Intellectual

Capital Mindset, behaviours, history,

inclusiveness, love of place
*  Dpen, sharing & collaborative environment:

Enhance Entrepreneurial/Spin-out support & : rt : #GiveFirst
mentoring programme - e.g. Pivot Labs, Cyber Human SWtpg Financial +  Interactive museum
Runway Capital [ N Capital *  Chelt Festivals - Public Engagement on S&T

Infrastructure, facilities

+  “Innovation Hotel"”

*  Event Space(s)

*  Shared Lab Space

. Demo and PoC Environments

Connectedness, relationships
*  "Ecosystern Immersion” offering
*  Engagement events with:

+  Cyber Clusters

+  Em-tech Clusters

+  International Clusters

Entrepreneurs

Investment, financing

*  Pre seed fund - ready access to very
early-stage finance to encourage Spin-

g CHIEU‘F S outs
: 2 *«  Investment community engagement
activities
Physical Institutional = Angel Network

Capital Capital

Anchor institutions, strong public

sector, markets
+  GCHQ/NCSC
*  Universities
+  Tech Primes

Network
Capital




Find, connect and mobilize different people from across the ecosystem
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We need Ecosystem Engineers to build the CHERI Ecosystem

(Source: ‘Beavers Work, If Permitted’ by Elliot McCandless, Sep 2019, hitps://beavertrust.org/beavers-work
-if-permitted/)



https://beavertrust.org/beavers-work-if-permitted/
https://beavertrust.org/beavers-work-if-permitted/

How can we create a dynamic CHERI innovation network?

“A dynamic network that has strong ties with a
The Nature of Networks that high level of closure at the core, set within a weak
Support Innovation network architecture rich in bridging ties. It
creates value by facilitating the flow of non-
Tobias Stone @ Newsquare - Follow redundant information across structural holes,
1miniesc; = et S2020 using the weak ties in its network. Social Capital
| is the main currency of the network, its value being
OE Q N © 4 - embedded within its social network. The norms

and rules of the network are policed using link
reciprocity, which relies upon the social network
being dynamic and rich in Social Capital.”

Toby Stone,’The Nature of Networks that Support

Innovation’ https://medium.com/@newsquare/the-
nature-of-networks-that-support-innovation-e4967
84b61c3



https://medium.com/@newsquare/the-nature-of-networks-that-support-innovation-e496784b61c3
https://medium.com/@newsquare/the-nature-of-networks-that-support-innovation-e496784b61c3
https://medium.com/@newsquare/the-nature-of-networks-that-support-innovation-e496784b61c3

We need CHERI
Entrepreneurs

Curiosity

Willingness to
Experiment

Adaptability
Decisiveness

Self-Awareness

®OO0EG

(Source: ‘10 Characteristics of Successful
Entrepreneurs’, Kelsey Miller, Jul 2020 htips://online.hb

Harvard

QOOO®

10 Characteristics of

Successful Entrepreneurs

Risk Tolerance

Comfort with Failure

Persistence

Innovative Thinking

Long-Term Focus

s.edu/blog/post/characteristics-of-successful-entrepr
eurs) @

Business
School
Online



https://online.hbs.edu/blog/post/characteristics-of-successful-entrepreneurs
https://online.hbs.edu/blog/post/characteristics-of-successful-entrepreneurs
https://online.hbs.edu/blog/post/characteristics-of-successful-entrepreneurs

10 types of Innovation for CHERI?

Process

Signature or
superior methods
for doing your work

Network
Connections
with others to
create value

Product System
Innovating the
product system
(E.g. production or

Channel

How you interact
with stakeholders
and access or

Customer
Engagement
Distinctive
interactions

. outside of innovative use of create new you foster, including
: operations byproducts) markets joint ventures
Profit Network Structure Process Product Product Service Customer
Model Performance j§ System Engagement
CONFIGURATION OFFERING EXPERIENCE
Profit Model Structure Product Service Brand
The way in which Alignment Performance Support and Representation
you make money of your talent Optimize extracting enhancements of your business
and assets core products more that surround and how you
effectively, to higher your core operations create trust in
quality your brand

(Source: Peter Fisk blog post on Innovation htips://www.peterfisk.com/insights/key-topics/innovation/)



https://www.peterfisk.com/insights/key-topics/innovation/
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‘We have identified several key sectors who would benefit from CHERI adoption including
telecoms, automotive, defence, Information Technology (IT), finance, health and utilities. We
have prepared case studies for the first four (others faced similar challenges, benefits and

enablers for adoption).’

| I CHERI Adoption and Diffusion Research — April 2024

‘The key market segments for CHERI adoption within the semiconductor supply chain are chip designers and systems
manufacturers. Software engineering is also important, as program code needs to be rewritten for the CHERI architecture to

ensure the benefits of CHERI are fully realised.’

Potential future adoption of CHERI
We explored the barriers and enablers to adoption in 5 potential adoption sectors.
Mobile devices: Low likelihood of adoption in the near term

Telecoms Infrastructure: Some strong benefits of adoption, but also some
challenges

IOT/Embedded Systems: Economics of adoption for embedded systems are
advantageous
for CHERI adoption

Defence: Evidence of interest from the sector and possible routes to wider
adoption
through Government procurement levers

Automotive: Some likelihood of adoption with some challenges to overcome

Figure 11: Summary of Barriers and Enablers to CHERI adoption

Critical

Negative Positive

Non-critical
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Visible

Value Chain

Invisible

How to scale the CHERI innovation ecosystem?

Uncharted
Chaotic
Uncertain
Unpredictable
Changing
Different
Exciting

emwe  Pioneers

Differential

Industrialized
Ordered

Customer

Known
Measured
Stable
Standard
Dull

Low Margin
Essential

LEGEND

Self organising cell

tends to builds in-house with
agile techniques

tends to use off the shelf
products, lean methods, uses

Town
Planners

Secters. [0
. tends to outsource, utility
service, volume ops, six sigma,
waterfall
Genesis Custom " Product :Commodity Evolut’ion
* Built (+ rental) (+ utility)

Pioneers = swiis from

Uses Companents Fram |

Deals with ...
Rare

Poorly Understood
Differential & Novel
High Future value
Constantly changing
Undefined Market

Happy with ...
Failure
Gambling & Gut Feel
Experimentation
Uncertainty

Ignoring Customers

Uses ... Agile

Common components

Mast likely to build a partially
functioning 3D printer with Lego

Settlers Steals frem )—b Town Planners
Deals with ... Deals with ...
Growing Common
‘Well Defined

Increasing Education

Feature Differentiation Essential Cost of Doing Business

High Profitabilicy High Volume

Maturing Products Standardised & Stable

Growing Market Mature Market
Happy with ... Happy with ...
Constant Improvement Opertional Efficiency
Market Analysis Metric Driven
Feedback Analytics

Trend Spotting Scientifc Modelling

Listening to Customers Building what is needed

Uses ... Ecosystems Uses ... Six Sigma

Most likely to be running the factory

Maost likely to steal a half baked Lego 3D
which builds Lego bricks and Lego kits

printer and tumns it into something that lots
of people want to buy

L

Genesis

Custom
Buift

Lt

Commodity Evolution

(+ utility)

Product
(+ rental)

(Source: Simon Wardley, ‘Pioneers, Settlers, Town Planners’ hiips://blog.gardeviance.org/2015/03/on-pioneers-settlers-town-pla

nners-and.html)



https://blog.gardeviance.org/2015/03/on-pioneers-settlers-town-planners-and.html
https://blog.gardeviance.org/2015/03/on-pioneers-settlers-town-planners-and.html

so they can Network. Innovate. Collaborate
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Innovation
Centre

This nationally significant asset will extend
to approximately 160,000 sq ft and
comprise high quality office space (self-
contained and co-working suites), flexible
event spaces, food & beverage facilities and
high-quality public realm.

m Over 1000 New Homes

Over 1,000 new homes across a variety of
types, tenures, and sizes to meet all needs.

Over 1 Million sq. ft.

Commercial space clustering companies from
the tech sectors such as cybersecurity, Al and
more - all 100 meters from GCHQ'’s Doughnut
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Global growth of CHERI?

A Global Overview of the Semiconductor Supply Chain in 2023
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What role will you play in building the innovation ecosystem?




Why would dolphins make good ecosystem builders?
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Source: ‘Kinship and reproductive condition correlate with affiliation patterns in female southern
Australian bottlenose dolphins’, Diaz-Aguirre et-al, 2020)
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