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Computing: 88 years of research and 72 years of teaching

1937 Dept. founded as Mathematical Laboratory CAMBRIDGE g

1949 Program-stored computer, EDSAC COMPUTING

The First 75 Years

1951 World'’s first PhD (Wheeler)
1953 World’s first computer science course (Diploma)

1971 Computer Science Tripos launched

1985 MPhil, initially with Engineering

https://www.cl.cam.ac.uk/downloads/books/CambridgeComputing_ Ahmed.pdf



LEQO: an early example of industrial collaboration

LEO I Photo credit: J Lyons & Co
BBC Archives

The Centre for Computing History: https://www.youtube.com/watch?v=Rzu68nRVwtE



Hall of Fame companies

Staff and alumni founded 340+ companies:

e f£7.6bn+ annual revenue
e £138bn+ combined valuation
e 28k+ employees
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Changing the world takes many forms

Significant research breakthroughs transition to established industrial partner
Radical rethinking of a commercial product

Addressing a gap in the market with a start-up

Open sourcing software to unlock value

Charitable missions



Titan (1960s)

Project

e By Simon Waldherr CC BY-SA

BBC Micro (1980s) _ Xen Source (2000s) Raspberry
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Does software
behave more like
milk or wine?

Studied OpenBSD over 7.5 years

61% code was foundational

Decrease in foundational vulns over time
Median vuln lifetime of 2.6 years

Milk or Wine: Does Software Security Improve with Age? ™

Andy Oument
MIT Lincoln Laborasory’
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Empirical analysis:
we are not good at patching

Y5 of issues introduced >3 years previously
Patching takes months

5% of patches had negative impacts

7% of patches failed to remedy issue

A Large-Scale Empirical Study of Security Patches

Frark Li

Vern Paxson

AHranili, v e bk e bey e
Univeruity of California, Berkelry and Iatemational Cossputer Scimor astute
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Android handsets 2011-2016: 85% insecure
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Matt Welsh: in a few years
nobody will write code any
more

https://dl.acm.org/doi/pdf/10.1145/3570220
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Matt Welsh

The End of Programming

The end of classical computer science is coming.

and most of us are dinosaurs waiting for the meteor to
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CHERI: necessary but not sufficient for secure systems

Hierarchy of harms

Targeted
attacks

Generic malware

Bulk password compromise

Abuse of mechanism

sophistication

volume of harm
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