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Challenge: Memory Safety

* "Buffer overflows have not objectively gone down in the last 40 years.

The impact of buffer overflows have if anything gone up.”
lan Levy, Technical Director at NCSC, 2022

* Matt Miller from MS Response Center @ BlueHat 2019:

* From 2006 to 2018, year after year, 70% MSFT CVEs are memory safety
bugs
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Example — Chromium Browser Safety

"70% of our serious security bugs are memory safety problems”

www.chromium.org/Home/chromium-security/memory-safety

High+, impacting stable

Security-related assert
7.1%

Lse-after-free
J6.1%

Other

23.9%

Other memory unsafety
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Example

HOW THE HEARTBLEED BUG WORKS:

o
O

SERVER, ARE YOU STILL THERE?
IF S0, REPLY)POW\TO (6 LETTERS). er Meg wants these 6 letters: POTATO.

| (o)
.
SERVER, ARE. YOU STILL THERE?
IF 50, REPLY "BIRD" (4 LETTERS). User Meg wents
ese 4 letters: BIRD
.o

O

O
0

o

| [7SET/wod pox//-d1y :924n0s
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ese 4 letters: BIRD.

HMM. ..
\

er Meg wants these 500 letters: HAT.
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Meg wants the

HAT. Lucas requests the "missed conne
ctions® page. Eve (administrator) wan
ts to set server’'s master key to "148
350385347, Isabel wants pages about '
gnakes but not too long". User Karen

wants to change account password to ©




How can we do better?

1. Use memory safe languages like Rust?
* Greatfor new code
* Impractical for the vast body of legacy code?

2. Our approach: make C/C++ and other languages memory safe
using CHERI capabilities
* Recompile your code for a CHERI enhanced processor to get memory safety
* (Can also make unsafe Rust much safer!

G CHERI 8 SRI & camBrIDGE




CHERI - A Modern Capability Architecture

CHERI = Capability Hardware Enhanced RISC Instructions
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CHERI hardware timeline (abstracted!)

Research DSbD: evaluate, refine, transition Products

CHERI-ARM (Morello) Commercial CHERI-ARM?

CHERI-MIPS

Open-source designs
Leading to products?

—_—

Codasip
CHERI-RISC-V

UoI1esIpJepuURlS

- Commercial products

CHERIoT

Microsoft, SClSemi..
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CHERI 128-bit capabilities

Virtual address space

Upper bound

1-bit
tag

Pointer

Memor
address Y

" allocation

permissions I bounds compressed relative to address

Lower bound

128-bit
capability

64-bit virtual address

* Capabilities extend integer memory addresses
* Metadata (bounds, permissions, ...) control how they may be used

* Guarded manipulation controls how capabilities may be manipulated; | Hardware

e.g., provenance validity and monotonicity - guarantees
correct usage

* Tags protect capability integrity/derivation in registers + memory
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Capability-extended register file + tagged memory

GPRs extended to 129 bits > Capability width

EPCC

: .

~ DDC v
" 1-bit tags
Control and Capability added to

status registers DRAM
(CSRs)

General-purpose register file (GPRs) | Physical memory

* 64-bit general-purpose registers (GPRs) extended with 64 bits of metadata and a 1-bit validity tag
* Program counter (PC) is extended to be the program-counter capability ($PCC)

* Tagged memory protects capability-sized and -aligned words in DRAM by adding a 1-bit validity tag
* New instructions are used to explicitly load, store, inspect, and manipulate capability values

* Existing encodings are reused for capability-relative dereferences when in a suitable mode

* Default data capability ($DDC) constrains legacy integer-relative ISA load and store instructions

* System mechanisms are extended (e.g., capability-instruction enable control register, new PTE
permissions, new exception codes, exceptlon stack pointers + vectors become capabllltles etc.
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CHERI enforces protection semantics for pointers

Control flow

Integrity and provenance .. .
Iy " Monotonicity Permissions

validity

* Integrity and provenance validity ensure that valid pointers are derived from other valid pointers
via valid transformations; invalid pointers cannot be used

* Bounds prevent pointers from being manipulated to access the wrong object
* Monotonicity prevents pointer privilege escalation — e.g., broadening bounds
*  Permissions limit unintended use of pointers; e.g., WAX for pointers

* These primitives not only allow us to implement strong spatial and temporal memory protection,
but also higher-level policies such as scalable software compartmentalisation
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CHERI-based compartmentalization (1/4)

Shared virtual address space

Domain-specific Domain-specific Domain-specific Heap
captables + PLTs stacks globals allocations
Register Domain A
Protection file .-
domain p-- rree . | R s — | meeeee- >
A Co = Implied
- pointer
Cross- >
domain Explicit
resources pointer
) Register
Protection file

@ o

domain p22
B

* Building on CHERI memory safety, link multiple instances of code and
data within a single address space
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CHERI-based compartmentalization (2/4)

Shared virtual address space
Domain-specific Domain-specific Domain-specific Heap . .
captables + PLTs stacks globals allocations Protection domain A
Register rw[’
Protection file
domain ’ >
A *— ~ 4 Implied
[ ] ?omter
g !
A -
Crosse Y
domain’. 8 Explicit
resources pointer
_ Register
Protection fle .-
domain Lo2z--
B

* Spatial safety, provenance validity, and monotonicity enable
compartmentisolation
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CHERI-based compartmentalization (3/4)

Protection
domain

Protection
domain
B

& CHERI

Shared virtual address space

Domain-specific Domain-specific

Domain-specific
stacks globals

captables + PLTs

Register
file
- T-
‘ -~
o |
“ \\\\ \\ Shared "‘
Crosse ( \\\\\ \ code !
domain‘<e I I
resources .
l, \
\
\
R .gister

-
oo
Lo
f’o’
-

Heap

allocations

Protection domain A

‘0 Implied
ointer

Explicit
nointer

[ Protection Domain B }

16

* Domain transition uses exception-free, non-monotonic domain-
transition mechanism based on capability-register jumps
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CHERI-based compartmentalization (4/4)

Shared virtual address space

Domain-specific Domain-specific Domain-specific Heap . .
captables + PLTs stacks globals allocations Protection domain A

Register
Protection file

domain - o
A e - & Implied
N . -\! I e - .\‘ " ?omter
" % R . mariy
Py a® ~ . Shared 1 heap Ny
Crosse ( “ \\\\\\ \\ code | ..
domain'} TRl / D’* : : resources
resourc,esl D/ P ‘§
R .gister
Protection ile

domain o1z
B . .
Protection Domain B

* Efficient sharing is possible using capabilities to shared memory, with rights
constrained by capability bounds/permissions. Even TLB entries are shared.
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Software compartmentalisation at scale

CHERI contains attack within compartment,

s I preventing access to other data
_ Fiumory Seety s 15 '/,/—>°~‘
o L MemorySafetyCrisis ||
@ W \ - LT, Memory Safety Crisis

Haw are procenion revpending’

® (Current CPUs limit:

* The number of compartments and rate of their creation/destruction

* The frequency of switching between them, especially as compartment count grows
* The nature and performance of memory sharing between compartments

* CHERIisintended to improve each of these
— by at least an order of magnitude
UNIVERSITY OF
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How are processors responding? ~82% of exploited vulnerabilities in 2012
Sokeewrs o vty Laphoation Terdn. Pcrovwht

How are processors responding?
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rather than performance?

* CHERI provides the hardware with more semantic knowledge of what
the programmer intended E E
* Allows deterministic mitigation of memory safety
vulnerabilities
* Efficient pointer integrity and bounds checking
* Eliminates buffer overflow/over-read attacks (finally!) . -
* Provide scalable, efficient compartmentalisation E ;i:i
* Allows the principle of least privilege to be exploited to https://wwrw.cl.cam.ac.uk]
mltlgate known and unknown attacks research/security/ctsrd/
* Large performance improvement over process-based compartmentalisation
* Working with industry and the open-source How do we sell security
community to deploy the technology
* Also working with Government agencies and standardisation bodies
* Thanks to sponsors: Innovate UK, DARPA, ARM, Codasip, Google, EPSRC, ESRC, HEIF, Isaac
Newton Trust, Thales E-Security, HP Labs -
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