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Verification Trends

Wilson research reports 2024
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makes design and verification more time-consuming.
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Axiomise Solutions

Making formal normal by building a tool agnostic layer of solutions

Training Consulting Services APPS

D
1-2-3-4 days Any duration Any duration formalISA®, footprint™
Instructor-led Training follow up Verification Strategy Tool vendor independent
On-demand Methodology Verification Planning Push button, easy set-up
Primer Strategy Execution Find arch & uArch bugs
Comprehensive Planning Sign-off Functional verification
Methodology Review Weekly updates Safety, security, PPA
Tool independent Mentoring Agile workflow Bug presence & absence
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Consulting & Services

Formal verification at scale — turnkey services delivered on some of the projects

We have been carrying out functional verification of
designs with over 1 billion gates with formal.

Our abstraction-powered methodologies work can
find bugs in new and existing designs.

We also help with customers' post-silicon issues on
designs previously verified by others.

Al/ML accelerator

NoC

Fthernet Switch
Mixed-signal, low-power chip
Power controller

DMA controller
Multi-threaded processor
Bus bridges (AXI/CHI/OCP/TileLink)
Cache sub-systems

GPU blocks
[2C/USB/HDMI/I2S



Why is processor verification hard?

Why bugs escape to silicon?
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A Holistic Approach is Missing
A unifying perspective is missing
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Modern-day Processors

Massively optimised

Pipelining Interlocking Forwarding
Branches Jumps Exceptions
Stalls Interrupts Debug
Extensions Clock gating Arithmetic
Power Safety Security
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Complex Control and Data Dependencies

And the cores have in-order or out-of-order behaviour?

Branches:
* Speculative branches

e Forward jumps, Backward jumps, Page size jumps, Page boundary jumps, Jumps across
pages (same or different pages)

Back-to-back memory operations:
* Cache hit & cache misses
* Write-through stores
* (Cache bypasses, atomics and cache coherency
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formalisa

Making formal normal for RISC-V

$i=——20
AND P®

Accelerating debug and sign-off for custom designs using exhaustive formal



Our Formal RISC-V Solution

Enables adoption of formal methods more widely

No test case to write
No manual checker to write

No verification code to be written

= YN =

Exhaustively prove that all ISA instructions work as expected under all conditions

What goes in our APP?

1. Your RISC-V core

2. Setup file

3. Coverage specification
What comes out?

Exhaustive proofs that "mathematically” prove under all conditions:
Each instruction in the ISA works always as expected
Scenarios specified in the coverage specification can “always” happen

Visualize that scenarios in the coverage specification “can happen”
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ULTRA

formallSA f @”malISA

How different pieces connect?

VENDOR NEUTRAL

USE ANY FORMAL TOOL YOU LIKE

\Y4
f@%ﬁ D Formal Tool

Predictable RISC-V formal verification

OR




ibex

Complete democracy — use any tool you like

TBEX_Core.u_isa.
ibex_core.u_isa.
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
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ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|

ibex_core.u_|

axlomise_ oA _JALK

axiomise__ISA_LUI

.axiomise__ |SA_OR
.axiomise__|1SA_QRI

.axiomise__ [SA_SLL
.axiomise__|SA_SLLI
.axiomise__|SA_SITSI_SET_TO 0
.axiomise__ |SA_SLTSI SET TO 1
.axiomise__|SA_SITS_SET_TO_0O
.axiomise__ |SA SLTS SET TO 1
.axiomise__ISA_SITUI_SET_TC 0
.axiomise__ ISA SLTUI_SET TO 1
.axiomise__[SA_SITU_SET_TO_0
.axiomise__ ISA_SLTU SET TO 1
.axiomise__ |SA_SRA
.axiomise__|SA_SRAI

.axiomise__ |SA_SRL
.axiomise__|SA_SRLI
.axiomise__|SA_SUB

.axiomise__ |1SA_XOR

u_isa.axiomise__ISA_SRLI
u_isa.axiomise__ISA_ADDI
u_isa.axiomise_ ISA_SRL
u_isa.axiomise__ISA_JALR
u_isa.axiomise__ISA_XORI
u_isa.axiomise__ISA_BEQ
u_isa.axiomise__ISA_BNE

u_isa.axiomise__ISA_SLTSI_SET_TO_1

u_isa.axiomise__ISA_BGEU

u_isa.axiomise_ ISA_SLTSI_SET TO 0

u_isa.axiomise__ISA_XOR

u_isa.axiomise_ ISA_SLTUI_SET TO 1

u_isa.axiomise__ISA_OR
u_isa.axiomise__ISA_ORI

u_isa.axiomise__ISA_SLTUI_SET_TO_0

u_isa.axiomise__ISA_ANDI
u_isa.axiomise__ISA_SLLI

u_isa.axiomise_ ISA_SLTS SET TO 1
u_isa.axiomise_ ISA_SLTU SET TO_ 1

u_isa.axiomise__ISA_BLTS
u_isa.axiomise__ISA_SRAI

u_isa.axiomise__ISA_SLTS_SET_TO_0
u_isa.axiomise__ISA_SLTU_SET_TO_0

u_isa.axiomise__ISA_JAL
u_isa.axiomise__ISA_LUI
u_isa.axiomise__ISA_BGES
u_isa.axiomise__ ISA_SRA
u_isa.axiomise__ ISA_BLTU
u_isa.axiomise__ISA_ADD
u_isa.axiomise__ISA_AND
u_isa.axiomise__ISA_SUB
u_isa.axiomise__ISA_SLL

Aszert
Aszert
Aszert
Asczert
Aszert
Aszert
Aszert
Aszert
Asczert
Aszert
Azzart
Aszert
Aszert
Aszert
Aszert
Azzert
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Aszert
Aszert
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Aszert
Aszert
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Aszert
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Aszert
Aszert
Aszert
Aszert

Asczert

ibese_coreu_iza inv_block_jall4] axiomize_inv_iza_jal
ibes_core.u_isa.inv_block_jalr[0].axiomise_inv_isa_jalr
ibene_core.u_iza.iny_block_auipc[0] axiomize_inv_iza_auipc
ibes_core.u_iza inv_block_auipel4].axiomise_inv_isa_auipe
ibene_core.u_iza.iny_block_auipc[8].axiomize_inv_iza_auipc
ibene_coreu_iza.inv_block_auipcl12].axiomize_inv_iza_auipc
ibes_core.u_isa.inv_block_auipc[20].axiomize_inv_iza_auipc
ibene_core u_iza.iny_block_auipc[24] axiomize_inv_iza_auipc
ibes_core.u_iza inv_block_auipel28] axiomize inv_isa_avipc
ibe_core.u_iza axiomize_I5A JAL

ibex_core U_iza axiomizeISA_JAL_ret_address
Ibex_core.u_iza axiomise_I54 JALR

ibex_core.u_iza axiomize_1SA BEQ

ibex_core.u_iza axiomize 1S4 BME

ibene_coreu_iza axiomize_[SA_BGEL

ibex_core.u_isa axiomise_1SA_BLTU

Ibex_core.u_iza axiomise_[5A_LUI

ibex_core.u_iza axiomise_ISA ADDI

ibesx_core.u_iza axiomise_154 XORI

ibese_coreu_iza axiomize_[5A_ORI

ibex_core.u_iza axiomise_ISA_ANDI

ibee_core.u_iza axiomize_I5A_BLTS

ibex_core.u_iza axiomise_I5A_BGES

ibesx_core.u_iza axiomize_1SA_SLTSI_SET_TO_1
ibene_core.u_iza axiomize_[SA_SLTSL_SET_TO_O
ibex_core.u_iza axiomize_ISA_SLTUI SET_TO_1
ibene_core.u_iza axiomize_[5A_SLTUISET_TO O
ibex_core.u_iza axiomise_I5A_SLLI

ibex_core.u_iza axiomise_I5A_SRLI

ibee_coreu_iza axiomize_I5A_SRAT

ibex_core.u_iza.axiomiza_ISA_SLL

a/axI0m
svaju_isafaxiomise__ISA_AND
svaju_isafaxiomise__ISA_ANDI
svafu_isafaxiomise__|ISA_BEQ
svafu_isafaxiomise__ISA_BGES
svaju_isajaxiomise__ISA_BGEU
svaju_isafaxiomise__|SA_BLTS
svafu_isafaxiomise__|SA_BLTU
svaju_isafaxiomise__ISA_BNE
svaju_isafaxiomise__ISA_JAL
svafu_isajaxiomise_ ISA_JAL ret_address
svafu_isafaxiomise__ISA_JALR
svafu_isafaxiomise__ISA_LUI
svafu_isafaxiomise__ISA_OR
svaju_isafaxiomise__ISA_ORI
svaju_isafaxiomise__ISA_SLL
svafu_isafaxiomise__ISA_SLLI
svafu_isafaxiomise__ISA_SITS_SET_TO 0
svaju_isafaxiomise__ISA_SITS_SET TO 1
svaju_isafaxiomise__|ISA_SLTSI_SET_TO_0
svaju_isafaxiomise__ISA_SITSI_SET_TO 1
svafu_isafaxiomise__ISA_SITU_SET_TO 0
svaju_isafaxiomise__ISA_SITU_SET TO 1
svaju_isafaxiomise__|ISA_SITUI_SET_TO_0
svafu_isafaxiomise__ISA_SITUI_SET_TO_1
svafu_isafaxiomise__ISA_SRA
svaju_isafaxiomise__ISA_SRAI
svaju_isafaxiomise__ISA_SRL
svafu_isafaxiomise__ISA_SRLI
svaju_isafaxiomise__ISA_SUB
svaju_isafaxiomise__ISA_XOR
svaju_isafaxiomise__ISA_XORI
svafu_isafaxiomiseH__ISA_AUIPC
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—ormal verification

Bugs and Proofs
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ormalis4a’

Making formal normal for RISC-V

ibex zeroriscy cv32e40p WARP-V Cheriot-ibex
Pipeline stages 2-stage 2-stage 4-stage o-stage 4-stage 2-stage 2
No. of issues 65 77 5 30 30 30 6
Previously Yes AGS No Yes Yes Yes Yes
verified
How was it Simulation Simulation Simulation & Formal Formal Formal Formal Simulation & Forma
previously
verified?
Time taken to < 30 seconds < 30 seconds < 30 seconds < 30 seconds < 30 seconds < 30 seconds <1 min
find issues
Nature of Microarchitectural Microarchitectural Architectural Architectural Architectural Architectural Corner-case bugs
analysis and Deadlocks and Deadlocks and
issues Architectural Architectural

When was the
issue found?

2019

2019

2020

2021

2021

2021

2024

Sk
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cv32e40p

32-bit, 4-stage in-order pipeline

Cover (related) cv: Op_core.u_isa.genblk6.axiomise_as_BLTS_instr_addr_abstract:precondition1

Cover cv Op_core.u_isa.genblké.axior _BLTS_instr_addr_abstract

Assert cv32e40p_core.u_isa.genblk6.axiomise_as_ISA_BLTS_ins

Cover (related) cv32e40p_core.u_isa.genblk6.axiomise_as_ISA_ _instr_addr:precondition1

Cover | ¥|Type Name

Assert

Cover over (related) cv32e40p_core.u_isa.genblk6.axiomise_as_BLTS_instr_addr_abstract:precondition1

Cover Cover cv32ed0p_cor isa.genblk6.axiomise_co_BLTS instr_addr_abstract g (14, 2)
Assert|¥ Assert cv32e40p_core.u_isa.genblk6.axiomise_as_ISA_BLTS_instr_addr % (66, 24) ¥ 76
Cover Cover (related) cv32e40p_ u_isa.genblk6.axiomise_as ~_addr:precondition1 g (12, 2)

Cover [¥  Cover cv32e40p_t u_isa.genblk6.axiomise_co_| [SA BLTS_ _instr_addr ; (14, 2)
Assert|” Assert cv32e40p_ 1_isa.axiomise_as_| BLTS_. abstlagt (66, 11)

— * Cover (related) cv32e40p_core. i S ¥ (12, 2)

Cover Cover cv32e40p_core.u_isa.axiomise_co_| X + (16, 3)
Assert g

Cover
Cover
Cover
Cover
Cover

Cover (related) cv3 c-lOp core u_|sa genb\k4 amom\se as_BEQ |nsrr addr abstra(tpre(ond\t\om

'Cover
Assert

A — e Cover
Cover (related) : ssert Assert ¢

ssert ¢
Cover v C aSliiALl Assert
r over Cover )
Assert - e = Cover
Cover (related) 48 Assert Assert cv32¢ A = t

sser

Assert / 4f % Cover Cover cv:
Cover (related) : Assert Assert cv32s Cover ui Cover cv32ed40p_core.u_isa.axiomise_co_JAL_abstract
Cover i == = o - - = ——r f y =
EeTes cv32eal’ Cover y Cover cv32 Assert CVSZE"’-‘IOP_COI‘E.UJ Assert cv JZE’JUD core.u |<a axiomise as |A|_F1 abstract
Cover cv3zea|¥  Assert ssert cv: Cover cv32e40p_core.u_| Cover cy32ed0p core.u isa.axiomise co IALR abstract
cover — Cover Cover cv32« Assert cv32e40p_coreu_i|¥Y Assertc

Cover cv32e40p_core.u_| Cover

Assert cv32e40p_core.u_ éss?r_t ./ esertlcvas :10 -core.u_isa.ax "TSALUI 1 (;gé;
COVEI CV32E4OP_COIQU_ over % ssert cv32e p_core.u_| Aaxiomis E as_ g [ , 9)

« Cover cv32e40p_core.u_isa.axiomise LD_ISA_LUI ¢ (14, 2)
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CVAb

64-bit six-stage, in-order issue, out-of-order execution, in-order commit

From the OPENHW Group Page

CVAG is a 6-stage, single issue, in-order CPU which implements the 64-bit RISC-V instruction set. It fully
implements |, M, A and C extensions as specified in Volume I: User-Level ISA'V 2.3 as well as the draft
privilege extension 1.10. It implements three privilege levels M, S, U to fully support a Unix-like operating
system. Furthermore, it is compliant to the draft external debug spec 0.13. It has configurable size, separate
TLBs, a hardware PTW and branch-prediction (branch target buffer and branch history table). The primary
design goal was on reducing critical path length.

| from Decoder
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CVAb

64-bit six-stage, in-order issue, out-of-order execution, in-order commit

Window Help

Formal Verification Custom Buttons—— Search
3|t Q9 = -~

Property Table

'_‘IQ = I B No filter I
_--

cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_AND_bits_abstract 234484.0| <embedded> 2 0| Analysis Session
cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_OR_bits_abstract ( Inﬁnl'r- 116840.6 <embedded=> 2 ( Hnal_-,-:.l-:
cvab.u t[0].BASE_RTYPE_ _ADD _bits_abstract i Infini i
0].BASE_RTYPE__ i ri (64)
t[0].BASE_RTYPE_ . XOR_bits ( Tri (80)
t[0].BASE_RTYPE_ , SITS bits_abstract Tri (74) i 186137,
6.u_isa. t[0].BASE_RTYPE_as _ SITU_bits abstract Tri (66) 121499.4
cvab.u it_abstract[0].BASE_RTYPE_as_ISA_SLL bits_abstract i (65) i 127127.4| <embedded>
0].BASE_RTYPE_ hits_abstract i(70) i 2( 4.1|=embe
0].BASE_RTYPE_ FL-\ bits_abstract Tri (62)
t[0].BASE_ITYPE_as _.ﬂ.NDI_blts abstract Tri (63) i 0| =emt
cvab.u_isa.bit : t[0].BASE_ITYPE _bi strac Tri (65) i 2.4 | <embs =
cvab.u 01.BASE_ITYPE_ . ADDI_bits_abstrac i (66) 1.7 =embedded=
i t[0].BASE_ITYPE \|_bits_abs i (64) i 118922.4
0].BASE_ITYPE , SLTSI bits_abstract i (67) 171977.4
t[0].BASE_ITYPE_as
t[0].BASE_ITYPE_as_ISA_S b Tri (65)
t[0].BASE_ITYPE_as_ISA_SRLI_bits_abstr: ri (66) >
t[0].BASE_ITYPE_as_ISA_SRAI_bit 3 i(61) i 60750.6 | <embedded=
cvab.u i 0]l.BASE_U E_aE_ISA_LLII_bit: abstract (55) i . 1| =embe .
s_ISA_AUIPC_bits_abstract i (67) te ) 4| =embedded=
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Reporting
Scheduler and Reporter for Formal
SURF
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SURF Dashboard
RISC-V

Scheduler and Reporter for Formal (SURF) v1.3.

& SURF
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SURF Dashboard
RISC-V

Scheduler and Reporter for Formal (SURF) v1.3.

Customer k] HW Group
Formal verification results for core Ip_ 2 Dec
Last updated Mar 20 2023 at 12:68:07

Asserts status Covers status ASSuMmes status

L

summary of design

EBlement Tatal counts

@ predictable formal verification



SURF Dashboard

Example reporting bugs

formalisa

ShRERTIONS Instruction type Property label Cover status Proof time Engine

COVERS

ITYPE SA_ADDI_abstract JG
ASSUMPTIONS

TYPE

ITYPE co_ISA_ADDI_IG

ITYPE SA_XORI_abstract JG

ITYPE co, XORI_JG
TYPE
ITYPE co_ISA_ORI_abstract JG
TYPE
ITYPE 0_ISA_ORI_JG
YPE
ITYPE c ANDI_abstract JG
BASE ITYPE
BASE ITYPE ANDI_JG
YPE

BASE ITYPE SA_SLTI_SET_TO_1_abstract_JG

ITYPE co SLTI_SET TO_1 )G
TYPE [; TI SET.T Al
ITYPE SLTI_SET_10_0JG
€ ¢ T

ITYPE 0_ISA_SLTI_SET TO 0

YPE
ITYPE SLTIU_SET_TO_1_abstract |G
TYPE

ITYPE SLTIU_SET_TO_1JG

ITYPE SLTIU_SET_TO_0_abstract JG

axiomise’
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SURF Dashboard

Example reporting bugs

formalisa

Instruction type
ASSERTIONS

COVERS BASE ITYPE

ASSUMPTIONS
BASE ITYPE

BASE ITYPE
BASE ITYPE
BASE ITYPE

BASE ITYPE

BASE ITYPE

Property label

ADDI_abstract

as_ISA_ADDI

as_ISA_XORI

as_ISA_ORI

as_ISA_ANDI

as_ISA_SLTI_SET_TO_1

Assert status

UNDETERMINED

UNDETERMINED

 proven J
[ proven
[ proven ]
[ proven
[ proven
aD

Preconditions

Proof time Engine Bug Mnemonic

Tr add rd rs1 imm12

86063.33 add rd rs1 imm12

xorird rs1 imm12

orird rs1 imm12
51 imm12

andird rs1 imm12

siti rd rs1 imm12

axiomise’

predictable formal verification

Specifications

x[rd] = x[rs1] + imm12. Adds imm?1

and writes the result to x[rd

ignored

x[rd] = x[rs1] + Imm12. Adds Imm12 to register x[rs1)
and writes the result to x[rd), arithmetic overflow is
Ignored

2. Computes the bitw
nd writes the re

x[rd]

x[rd] = x[rs1] A Imm12. Computes the bitwise XOR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x(rd] imm12. Computes the bitwise OR
s1] and imm12 and writes the result

x[rd]

x[rd] = x[rs1] | imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x[rd] s1] & imm12 wise OR of

registers x[rs1] and imm12 and writes the result to

x[rd]

x[rd] = x[rs1] & imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x[rd] = 1<sir 12. Compares
as signed numbers 1 to x[rd

smaller, and 0 If not

x[(rd] = x[rs1] <s Imm12. Compares x[rs1] and x[rs2]
as signed numbers, and writes 1 to x[rd] If x[rs1] Is
smaller, and 0 If not




Anatomy of bugs

Processor bugs caught by formallSA
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BEQ Failure

Functional verification - ibex

exif ¢ L+ ¢+ & & & L & L& L ¥

u_isa.RST_N |

u_isa.is_a_beq 0

u_isa.axiomise_REG_rsl 00000000

Antecedent

U_isa.axiomise_REG_rs2 00000000

u_jsa.axiomise_n_pc X000XB0 ' 00000080 {  1anos00 X 00000080

EFFECT

u_isa.branch_addr 00000000 ]i'l 00000084

T
&
e
1
=
ul

ibex_core.if_stage_i.pc_mux_i[2:0] PC_BOOT |PC_EXCEPTION) PC_BOOT

ibex_core.id_stage i.conwroller_i.cirl_fsm_cs{3:0] | BOOT SET | FIRST_FETCH | {DBG_TAKEN_ID) DECODE

Root Cause

ibex_core.debug_req_i 0 i

L

Bug caused due to incoming debug request on the debug interface when the controller is in the DECODE state.

Nothing in the design to take care of such requests, causing the PC to be not updated correctly.




BEQ Failure

Functional verification - ibex

Only seen when debug arrives and the controller FSM is in the DECODE state.

Precise timing of arrival of debug makes this bug really hard to catch in dynamic simulation.

Formal catches it in seconds in / cycles!

axiomise’
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Communication on ibex

Corner-case bugs confirmed

Hi Philip

Instructions that fail are:

BEQ., BGES, BLTS, BLTU, BNE (all reported before)
ADDI, ADD, AND, ANDI, AUIPC, LUI, JAL JALR, OR, ORI, XOR, XORI, SUB, SLTUI, STUI, SRL, SLL, SLTI,

orrectness for different variants (BYTE, WORD, HALF WO of

BEQ not working as expected #2

darbaria

@x[om Sev ct this bug to be fixed.
predictable formal verification - :




https://github.com/darbaria/axiomise-warpv-formal-6-stage/issues

Six stage pipelined processor with a range of bugs

DIV Instruction not working correctly #29
shivanishah269 opened this issue on 6 Jun 2021 - 0 comments

0 shivanishah269 commented on 6 Jun 2021 Collaborator

Assignees

. stevehoover
Page 44 of RISC-V ISA mandates "DIV: Divides x[rs1] by x[rs2] rounding towards 0, treating the values as signed numbers

and writes the quotient to x[rd]" . shivanishah269

Our checker fails showing that the updates did not happen in cycle 38 to the register 17 in response to a prior div Labels
instruction detected in cycle 37. x[16] is divided by x[25] and rd is 17. We expect x[17] to be 2 as x[16] is 4 and x[25] is 2,

but it isn't. @

Projects

None yet

Milestone

No milestone

Development

No branches or pull requests

2 participants

axiomise

predictable formal verification



Memory subsystem
Caught by our formallSA
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Cache Issues

Incorrect validation of cache line due to bypass store

cache re ..._—"'

cache hifs——

Main mem

@ predictable formal verification



Cache Issues

Incorrect validation of cache line due to bypass store
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lllegal instruction handling
Verified in September 2024

The illegal instruction affected the execution of the valid

instruction that followed it \

u_ibex core.id stage i.decoder ijopcode|[Z e | Jopcooe aurc | Jocooe tom  Yooe o ppcove T
u_ibex_core.id_stage_i.decoder ilillegal reg cheri

u_ibex core.wb stage i/rf wdata wb mux we[0]

L]
u_ibex core.wb stage i|rf wdata wb mux we[1] L

u_ibex_core.id_stage_i.instr_executing

u_ibex_core.i d_stage_i _
3 BBOE |
R R—

u_isa.axiomise regfile[10]| |22 he80e B8ag

32'h5a06 GeBl
32 Jefl

gen_regfile cheriot.register file i.rf reg_q[10]| |32 8006 8068

Issues /

» Sending the illegal instruction request to the memory. , , ,
. The illegal load instruction affected the
* Wasted execution power.

. . : : , execution of the valid AND (or any R-
* Invalid data in the register file and subsequently in memory:

TYPE) instruction that followed it.
@xiom se




lllegal instruction handling — bit manipulation

After the first bug fix, bit manipulations instructions were broken

Current; 16~ kliuMsft on Oct 15, 2024 Contributor

+ clic_i Looking further into the issue, the culprit seems to be that the id_fsm_d logic can't handle exception
" ¢_top.u_isa.BITMANIP_ZBS_as_ISA_BINVI being issued in the 2nd half of a multi-cycle instruction. Specifically, the illegal_reg_cheri results in
u_isa.zbs_binvi_instr_trigger an EX stage exception but instr_kill is only raised in the 2nd half of a bit manipulation instruction
I Ty e Ly Ty o e | O S N 5 S O I N T SHTEN EC (when rs3 is accessed). In this case multicycle_done is never issued and thus id_fsm_q will not
u_isa.axiomise_regfile[6] updated properly.

u_ibex _core.id_stage_i.alu_operand_a . " i i . i .
@GregAC do you plan to keep supporting the bit instructions with rs3? if so | can try fix the behavior

u_ibex_core.id_stage_i.alu_operand_b - _. i ) i
in cheriot-ibex. You may want to take a look at the upstream ibex implementation as well.

ibex_core.ex_block_i.alu_i.operand_a_i
ibex_core.ex_block_i.alu_i.operand_b i

2x_core.ex_block_i.alu_i.shift_amt[4:0]

~
=
=
o

bex _core.id _stage i.decoder i.opcode 0PCODE OF

‘

% @-e.id stage i.decoder i.alu_operator o|{ALU SLTU AL FSL
" u_ibex_core.id_stage_i.instr_executing

u_ibex_core.id_stage_i.id_fsm_q

+ t_core.ex_block_i.alu_i.instr_first_cycle_i

https://github.com/microsoft/cheriot-ibex/issues/51

axiomise’

predictable formal verification



Decoder Issues

Very interesting set of issues

Observed Behavior https://github.com/microsoft/cheriot-ibex/issues/47

The RISC-V ISA for bit manipulation states that for the 32-bit implementations of the ISA, for the
RORI instruction the bit 25 needs to be 1'b0. However, in the implementation we have downloaded
from the Github on 17 July 2024, an instruction could be considered to be a valid RORI despite the
bit 25 being 1'b1. It means there are two ways to decode the same instruction which means it is
prone to security vulnerabilities and it does not comply with the ISA.

u_ibex core.id_stage i.instr_rdata i |32 6385 _d193 32'h8ess_118f

u_ibex _core.id_stage i.instr_rdata_i[25] _
u_ibex core.id_stage _i.instr_executing _

u_ibex _core.if stage i.instr fetch err o

u_ibex _core.if stage i.instr_new id o

)
u_ibex core.id stage i.decoder i.opcode |7 p86 0 [lopcone op 1 DPCODE_WISC_MEM JOPCODE_AUICGP
_ibex_ L o 4 S —
u_ibex _core.ex_block i.alu_i.operator i jausiy 1 | 1 TR
_ibex_ 4 _i.alu | B e ——

u_ibex _core.id_stage i.decoder i.instr{13:12]

u_ibex core.id_stage i.decoder i.instr{6:0] |7 8@
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Observed Behavior
The RISC-V ISA for bit manipulation states that for the 32-bit implementations of the ISA, for the

RORI instruction the bit 25 needs to be 1'b0. However, in the implementation we have downloaded
e C O e r S S u e S from the Github on 17 July 2024, an instruction could be considered to be a valid RORI despite the

bit 25 being 1'b1. It means there are two ways to decode the same instruction which means it is

prone to security vulnerabilities and it does not comply with the ISA.

Very interesting set of issues

itsomaia on Oct 15, 2024  https://github.com/microsoft/cheriot-ibex/issues/4 7 Authol

Thank you for your response. We also discovered that bit 26, which isn't defined as reserved and
must be set to 0, may vary and still be identified as a valid BINVI, BCLRI, or BSETI instruction. These
cases have been filed separately as issues #48, #49, and #50.

®)

o @ KliuMsft added a commit that references this issue on Oct 19, 2024

fixed bit extension instr decoding (issue #47) 94aeb07

kliuMsft on Oct 19, 2024 Contributor | e«

@itsomaia, commit 94aeb07 should fix the issue along with issues #48, #49, and #50. Please

verifv. Thanks.
@xlom se’







Footprint — Area analyser for silicon

Cheriot-ibex

Design gate count

Design flop count

Redundant components

Estimated redundant gates per
category

303,737

14,723

Counter: 3

Counter: 768

Register: 313

Register:16,440

Array: 23

Array: /872
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ULTRA

Summary Jformalisa

Formal methods is a necessity not a nice-to-have

Bugs are a natural consequence of implementing design

Bugs caught late in the design cycle result in very expensive fixes and catastrophic failures
Formal == efficient bug hunting & exhaustive proofs right at the time of design bring up
Architectural validation must employ formal verification to build “proofs™ of bug absence

Architects, designers, verification engineers can all use formalisa without any FV experience
Find bugs, build proofs, obtain inter-operable coverage model for use in simulation and other formal tools

Use any formal verification tool of your choice

~ind corner-case bugs as well as build exhaustive proofs

. ®
@ predictable formal verification
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WWW.axXiomise.com
CONSULTING & SERVICES
TRAINING
CUSTOM SOLUTIONS

info@axiomise.com
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