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Verification Trends
Wilson research reports 2024
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need for more iterations as chipmakers shift from monolithic chips to
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makes design and verification more time-consuming.
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Axiomise Solutions
Making formal normal by building a tool agnostic layer of solutions

Training Consulting Services

1-2-3-4 days Any duration Any duration
Instructor -led Training follow up Verification Strategy
On-demand Methodology Verification Planning
Primer Strategy Execution
Comprehensive Planning Sign-off
Methodology Review Weekly updates
Tool independent Mentoring Agile workflow
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Apps

formallSA, footprint™
Tool vendor independent
Push button, easy set -up
Find arch & uArch bugs
Functional verification
Safety, security, PPA

Bug presence & absence



Consulting & Services
Formal verification at scaleurnkey services delivered on some of the projects

We have been carrying out functional verification oAl/ML accelerator
designs with over 1 billion gates with formal. NoC

Ethernet Switch
Our abstractiepowered methodologies work can  \jixedsignal, lowpower chip

find bugs In new and existing designs.
J J J Power controller

DMA controller

Multithreaded processor

Bus bridges (AXI/CHI/OCP/TileLink)
Cache sulsystems

GPU blocks

12C/USB/HDMI/I2S

We also help with customers' psiiton issues on
designs previously verified by others.




Why IS processor verification hard?

Why bugs escape to silicon?
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A Holistic Approach is Missing

A unifying perspective IS missing

a )
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Modern-day Processors

Massively optimised

Pipelining
Branches
Stalls

Extensions

Power

Interlocking

Jumps
Interrupts
Clock gating

Safety

@ predictable formal verification

Forwarding

EXxceptions
Debug
Arithmetic

Security



Complex Control and Data Dependencies
And the cores have-onder or oubf-orderbehaviout

Branches:
A Speculative branches

A Forward jumps, Backward jumps, Page size jumps, Page boundary jumps, Jumps
pages (same or different pages)

Backto-back memory operations:
A Cache hit & cache misses
A Writethrough stores
A Cache bypasses, atomics and cache coherency

. ®
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formalisa

Making formal normal for RISC-V

Accelerating debug and saff for custom designs using exhaustive formal



Our Formal RISC-V Solution

Enables adoption of formal methods more widely

1. No test case to write

2. No manual checker to write

3. No verification code to be written

4. Exhaustively prove that all ISA instructions work as expected under all conditions

What goes in our APP?
1. Your RIS¥ core
2. Setup file
3. Coverage specification

What comes out?

Exhaustive proofs that amathematicallyeae prove unde
Each instruction in the ISA works always as expected
Scenarios specified in the coverage specification can
Vi suali ze that scenarios in the coverage specificati or
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ULTRA

formallSA f @”malISA

How different pieces connect?

VENDOR NEUTRAL

USE ANY FORMAL TOOL YOU LIKE

\4

ULTRA

formalisa

Predictable RISC-V formal verification

Formal Tool

\4

OR




ibex

Complete democraéyuse any tool you like

TBEX_Core.u_isa.
ibex_core.u_isa.
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|
ibex_core.u_|

ibex_core.u_|

axlomise_ oA _JALK

axiomise__ISA_LUI

.axiomise__ |SA_OR
.axiomise__|1SA_QRI

.axiomise__ [SA_SLL
.axiomise__|SA_SLLI
.axiomise__|SA_SITSI_SET_TO 0
.axiomise__ |SA_SLTSI SET TO 1
.axiomise__|SA_SITS_SET_TO_0O
.axiomise__ |SA SLTS SET TO 1
.axiomise__ISA_SITUI_SET_TC 0
.axiomise__ ISA SLTUI_SET TO 1
.axiomise__[SA_SITU_SET_TO_0
.axiomise__ ISA_SLTU SET TO 1
.axiomise__ |SA_SRA
.axiomise__|SA_SRAI

.axiomise__ |SA_SRL
.axiomise__|SA_SRLI
.axiomise__|SA_SUB

.axiomise__ |1SA_XOR

u_isa.axiomise__ISA_SRLI
u_isa.axiomise__ISA_ADDI
u_isa.axiomise_ ISA_SRL
u_isa.axiomise__ISA_JALR
u_isa.axiomise__ISA_XORI
u_isa.axiomise__ISA_BEQ
u_isa.axiomise__ISA_BNE

u_isa.axiomise__ISA_SLTSI_SET_TO_1

u_isa.axiomise__ISA_BGEU

u_isa.axiomise_ ISA_SLTSI_SET TO 0

u_isa.axiomise__ISA_XOR

u_isa.axiomise_ ISA_SLTUI_SET TO 1

u_isa.axiomise__ISA_OR
u_isa.axiomise__ISA_ORI

u_isa.axiomise__ISA_SLTUI_SET_TO_0

u_isa.axiomise__ISA_ANDI
u_isa.axiomise__ISA_SLLI

u_isa.axiomise_ ISA_SLTS SET TO 1
u_isa.axiomise_ ISA_SLTU SET TO_ 1

u_isa.axiomise__ISA_BLTS
u_isa.axiomise__ISA_SRAI

u_isa.axiomise__ISA_SLTS_SET_TO_0
u_isa.axiomise__ISA_SLTU_SET_TO_0

u_isa.axiomise__ISA_JAL
u_isa.axiomise__ISA_LUI
u_isa.axiomise__ISA_BGES
u_isa.axiomise__ ISA_SRA
u_isa.axiomise__ ISA_BLTU
u_isa.axiomise__ISA_ADD
u_isa.axiomise__ISA_AND
u_isa.axiomise__ISA_SUB
u_isa.axiomise__ISA_SLL

Aszert
Aszert
Aszert
Asczert
Aszert
Aszert
Aszert
Aszert
Asczert
Aszert
Azzart
Aszert
Aszert
Aszert
Aszert
Azzert
Aszert
Aszert
Aszert
Aszert
Azzert
Aszert
Aszert
Aszert
Aszert
Asczert
Aszert
Aszert
Aszert
Aszert

Asczert

ibese_coreu_iza inv_block_jall4] axiomize_inv_iza_jal
ibes_core.u_isa.inv_block_jalr[0].axiomise_inv_isa_jalr
ibene_core.u_iza.iny_block_auipc[0] axiomize_inv_iza_auipc
ibes_core.u_iza inv_block_auipel4].axiomise_inv_isa_auipe
ibene_core.u_iza.iny_block_auipc[8].axiomize_inv_iza_auipc
ibene_coreu_iza.inv_block_auipcl12].axiomize_inv_iza_auipc
ibes_core.u_isa.inv_block_auipc[20].axiomize_inv_iza_auipc
ibene_core u_iza.iny_block_auipc[24] axiomize_inv_iza_auipc
ibes_core.u_iza inv_block_auipel28] axiomize inv_isa_avipc
ibe_core.u_iza axiomize_I5A JAL

ibex_core U_iza axiomizeISA_JAL_ret_address
Ibex_core.u_iza axiomise_I54 JALR

ibex_core.u_iza axiomize_1SA BEQ

ibex_core.u_iza axiomize 1S4 BME

ibene_coreu_iza axiomize_[SA_BGEL

ibex_core.u_isa axiomise_1SA_BLTU

Ibex_core.u_iza axiomise_[5A_LUI

ibex_core.u_iza axiomise_ISA ADDI

ibesx_core.u_iza axiomise_154 XORI

ibese_coreu_iza axiomize_[5A_ORI

ibex_core.u_iza axiomise_ISA_ANDI

ibee_core.u_iza axiomize_I5A_BLTS

ibex_core.u_iza axiomise_I5A_BGES

ibesx_core.u_iza axiomize_1SA_SLTSI_SET_TO_1
ibene_core.u_iza axiomize_[SA_SLTSL_SET_TO_O
ibex_core.u_iza axiomize_ISA_SLTUI SET_TO_1
ibene_core.u_iza axiomize_[5A_SLTUISET_TO O
ibex_core.u_iza axiomise_I5A_SLLI

ibex_core.u_iza axiomise_I5A_SRLI

ibee_coreu_iza axiomize_I5A_SRAT

ibex_core.u_iza.axiomiza_ISA_SLL

a/axI0m
svaju_isafaxiomise__ISA_AND
svaju_isafaxiomise__ISA_ANDI
svafu_isafaxiomise__|ISA_BEQ
svafu_isafaxiomise__ISA_BGES
svaju_isajaxiomise__ISA_BGEU
svaju_isafaxiomise__|SA_BLTS
svafu_isafaxiomise__|SA_BLTU
svaju_isafaxiomise__ISA_BNE
svaju_isafaxiomise__ISA_JAL
svafu_isajaxiomise_ ISA_JAL ret_address
svafu_isafaxiomise__ISA_JALR
svafu_isafaxiomise__ISA_LUI
svafu_isafaxiomise__ISA_OR
svaju_isafaxiomise__ISA_ORI
svaju_isafaxiomise__ISA_SLL
svafu_isafaxiomise__ISA_SLLI
svafu_isafaxiomise__ISA_SITS_SET_TO 0
svaju_isafaxiomise__ISA_SITS_SET TO 1
svaju_isafaxiomise__|ISA_SLTSI_SET_TO_0
svaju_isafaxiomise__ISA_SITSI_SET_TO 1
svafu_isafaxiomise__ISA_SITU_SET_TO 0
svaju_isafaxiomise__ISA_SITU_SET TO 1
svaju_isafaxiomise__|ISA_SITUI_SET_TO_0
svafu_isafaxiomise__ISA_SITUI_SET_TO_1
svafu_isafaxiomise__ISA_SRA
svaju_isafaxiomise__ISA_SRAI
svaju_isafaxiomise__ISA_SRL
svafu_isafaxiomise__ISA_SRLI
svaju_isafaxiomise__ISA_SUB
svaju_isafaxiomise__ISA_XOR
svaju_isafaxiomise__ISA_XORI
svafu_isafaxiomiseH__ISA_AUIPC

EOREEQRERERROROREREROOEORRRERRNEY

AEELE44444404448484048444848444%4%4¢

ibex core.u isa.axiomise |5A XORI Azzert ibex_core.u_isa axiomize_1SA_SRL

SYNOPSYS

u_isa.axiomise__ISA_JAL_ret_address sva/u_isajaxiomiseH_ ISA_JALR2

Menhlor
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Formal verification

Bugs and Proofs
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ormalis4a’

Making formal normal for RISC-V

ibex zeroriscy cv32e40p WARPR/ Cherioibex
Pipeline stages | 2-stage 2-stage 4-stage 6-stage 4-stage 2-stage 2
No. of issues 65 77 5 30 30 30 6
Previously Yes Yes \[o] Yes Yes Yes Yes
verified
How was it Simulation Simulation Simulation & Formall Formal Formal Formal Simulation & Formal
previously
verified?
Time takento | < 30 seconds < 30 seconds < 30 seconds < 30 seconds < 30 seconds < 30 seconds <1 min
find issues
Nature of Microarchitectural | Microarchitectural | Architectural Architectural Architectural Architectural Cornercase bugs
analysis and Deadlocks and Deadlocks and
issues Architectural Architectural

When was the
issue found?

2019

2019

2020

2021

2021

2021

2024

Sk

xtomise’
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cv32e40p

32-bit, 4-stage irorder pipeline

Cover (related) cv: Op_core.u_isa.genblk6.axiomise_as_BLTS_instr_addr_abstract:precondition1

Cover cv Op_core.u_isa.genblké.axior _BLTS_instr_addr_abstract

Assert cv32e40p_core.u_isa.genblk6.axiomise_as_ISA_BLTS_ins

Cover (related) cv32e40p_core.u_isa.genblk6.axiomise_as_ISA_ _instr_addr:precondition1

Cover | ¥|Type Name

Assert

Cover over (related) cv32e40p_core.u_isa.genblk6.axiomise_as_BLTS_instr_addr_abstract:precondition1

Cover Cover cv32ed0p_cor isa.genblk6.axiomise_co_BLTS instr_addr_abstract g (14, 2)
Assert|¥ Assert cv32e40p_core.u_isa.genblk6.axiomise_as_ISA_BLTS_instr_addr % (66, 24) ¥ 76
Cover Cover (related) cv32e40p_ u_isa.genblk6.axiomise_as ~_addr:precondition1 g (12, 2)

Cover [¥  Cover cv32e40p_t u_isa.genblk6.axiomise_co_| [SA BLTS_ _instr_addr ; (14, 2)
Assert|” Assert cv32e40p_ 1_isa.axiomise_as_| BLTS_. abstlagt (66, 11)

— * Cover (related) cv32e40p_core. i S ¥ (12, 2)

Cover Cover cv32e40p_core.u_isa.axiomise_co_| X + (16, 3)
Assert g

Cover
Cover
Cover
Cover
Cover

Cover (related) cv3 c-lOp core u_|sa genb\k4 amom\se as_BEQ |nsrr addr abstra(tpre(ond\t\om

'Cover
Assert

A — e Cover
Cover (related) : ssert Assert ¢

ssert ¢
Cover v C aSliiALl Assert
r over Cover )
Assert - e = Cover
Cover (related) 48 Assert Assert cv32¢ A = t

sser

Assert / 4f % Cover Cover cv:
Cover (related) : Assert Assert cv32s Cover ui Cover cv32ed40p_core.u_isa.axiomise_co_JAL_abstract
Cover i == = o - - = ——r f y =
EeTes cv32eal’ Cover y Cover cv32 Assert CVSZE"’-‘IOP_COI‘E.UJ Assert cv JZE’JUD core.u |<a axiomise as |A|_F1 abstract
Cover cv3zea|¥  Assert ssert cv: Cover cv32e40p_core.u_| Cover cy32ed0p core.u isa.axiomise co IALR abstract
cover — Cover Cover cv32« Assert cv32e40p_coreu_i|¥Y Assertc

Cover cv32e40p_core.u_| Cover

Assert cv32e40p_core.u_ éss?r_t ./ esertlcvas :10 -core.u_isa.ax "TSALUI 1 (;gé;
COVEI CV32E4OP_COIQU_ over % ssert cv32e p_core.u_| Aaxiomis E as_ g [ , 9)

« Cover cv32e40p_core.u_isa.axiomise LD_ISA_LUI ¢ (14, 2)
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CVAb

64-bit sixstage, inorder issue, oubf-order execution, irorder commit

From the OPENHW Group Page

CVAG is a &tage, single issue;ander CPU which implements theb@RISE&/ instruction set. It fully
implements I, M, A and C extensions as specified in Volumd.evdsE8A V 2.3 as well as the draft

privilege extension 1.10. It implements three privilege levels M, S, U to fully suppbkeapeiating

system. Furthermore, it is compliant to the draft external debug spec 0.13. It has configurable size, separ
TLBs, a hardware PTW and brarekiction (branch target buffer and branch history table). The primary
design goal was on reducing critical path length.

from Decoder

Property Table

f ) filter B

Al

ergroups | Properties &

Infinite
Infi
Infi
Infi
Infir
Infi
Infi
Infi

[0].BASE_UTYP|
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CVAb

64-bit sixstage, inorder issue, oubf-order execution, irorder commit

Property Table
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2
o
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=
5]
e
EI
]
>
=]

| ¢

Window Help

Formal Verification
gt =

Custom Buttons—— Search
M . M

cvab.u_isa.bit_abstract[0].BASE_RTYPE_as_ISA_AND_bits_abstract

cvab.u_is
cvab.u

6.u

cvab.u

cvab.u_is
cvab.u

cvab.u

t[0].BASE_RTYPE_
0].BASE_RTYPE_
[0].BASE_RTYPE_
t[0].BASE_RTYPE_
t[0].BASE RTYPE_

[0].BASE_RTYPE_as |

0].BASE RTYPE_
0].BASE RTYPE_
t[0].BASE_ITYPE_as
t[0].BASE_ITYPE
D].BASE ITYPE_
t[0].BASE_ITYPE
0].BASE_ITYPE
t[0].BASE_ITYPE as
t[0].BASE_ITYPE
t[0].BASE_ITYPE_

t_abstract[0].BASE_RTYPE_as_ISA

W ww w oW wmiww

U
]P)-J.

=

_OR_bits_abstract
_ADD _bits_abstract

B | 1-.- =

>,

. XOR_bits ¢

. SLTS bits_abstract
_ SITU_bits abstract
_SLL_bits_abstract
hits_abstract
FL-\ bits_abstract

=
,_
r'-

Ln %5 L.'\ m Ln

_AN DI_bits_abstract

t[0].BASE_ITYPE as ISA SRAI bit

D].BASE U

E_aE_ISA_LLI |_bits_abstract

s_ISA_AUIPC_bits_abstract
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Tri (64)
Tri (80)
Tri (74)
Tri (66)

Tri (62)
Tri (63)
Tri (65)

Tri (65)
Tri (66)
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Reporting
Scheduler and Reporter for Formal
SURF
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SURF Dashboard
RISQV

Scheduler and Reporter for Formal (SURF) v1.3.
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SURF Dashboard
RISQV

Scheduler and Reporter for Formal (SURF) v1.3.

Customer k] HW Group
Formal verification results for core Ip_ 2 Dec
Last updated Mar 20 2023 at 12:68:07

Asserts status Covers status ASSuMmes status

L

summary of design

EBlement Tatal counts
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SURF Dashboard

Example reporting bugs

formalisa

ShRERTIONS Instruction type Property label Cover status Proof time Engine

COVERS

ITYPE SA_ADDI_abstract JG
ASSUMPTIONS

TYPE

ITYPE co_ISA_ADDI_IG

ITYPE SA_XORI_abstract JG

ITYPE co, XORI_JG
TYPE
ITYPE co_ISA_ORI_abstract JG
TYPE
ITYPE 0_ISA_ORI_JG
YPE
ITYPE c ANDI_abstract JG
BASE ITYPE
BASE ITYPE ANDI_JG
YPE

BASE ITYPE SA_SLTI_SET_TO_1_abstract_JG

ITYPE co SLTI_SET TO_1 )G
TYPE [; TI SET.T Al
ITYPE SLTI_SET_10_0JG
€ ¢ T

ITYPE 0_ISA_SLTI_SET TO 0

YPE
ITYPE SLTIU_SET_TO_1_abstract |G
TYPE

ITYPE SLTIU_SET_TO_1JG

ITYPE SLTIU_SET_TO_0_abstract JG

axiomise
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SURF Dashboard

Example reporting bugs

formalisa

Instruction type
ASSERTIONS

COVERS BASE ITYPE

ASSUMPTIONS
BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

BASE ITYPE

Property label

ADDI_abstract

as_ISA_ADDI

as_ISA_XORI

as_ISA_ORI

as_ISA_ANDI

as_ISA_SLTI_SET_TO_1

Assert status

UNDETERMINED

UNDETERMINED

 proven J
[ proven
[ proven ]
[ proven
[ proven
aD

Preconditions

Proof time Engine Bug Mnemonic

Tr add rd rs1 imm12

add rd rs1 imm12

86063.33

xorird rs1 imm12

orird rs1 imm12

51 imm12

andird rs1 imm12

siti rd rs1 imm12

axiomise

predictable formal verification

Specifications

x[rd] = x[rs1] + imm12. Adds imm?1

and writes the result to x[rd

ignored

x[rd] = x[rs1] + Imm12. Adds Imm12 to register x[rs1)
and writes the result to x[rd), arithmetic overflow is
Ignored

2. Computes the bitw
nd writes the re

x[rd]

x[rd] = x[rs1] A Imm12. Computes the bitwise XOR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x(rd] imm12. Computes the bitwise OR
s1] and imm12 and writes the result

x[rd]

x[rd] = x[rs1] | imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x[rd] s1] & imm12 wise OR of

registers x[rs1] and imm12 and writes the result to

x[rd]

x[rd] = x[rs1] & imm12. Computes the bitwise OR of
registers x[rs1] and imm12 and writes the result to
x[rd]

x[rd] = 1<sir 12. Compares
as signed numbers 1 to x[rd

smaller, and 0 If not

x[(rd] = x[rs1] <s Imm12. Compares x[rs1] and x[rs2]
as signed numbers, and writes 1 to x[rd] If x[rs1] Is
smaller, and 0 If not




Anatomy of bugs
Processor bugs caught foymallSA
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BEQ Failure

Functional verificatiemex

exif ¢ L+ ¢+ & & & L & L& L ¥

u_isa.RST_N |

u_isa.is_a_beq 0

u_isa.axiomise_REG_rsl 00000000

Antecedent

U_isa.axiomise_REG_rs2 00000000

u_jsa.axiomise_n_pc X000XB0 ' 00000080 {  1anos00 X 00000080

EFFECT

u_isa.branch_addr 00000000 ]i'l 00000084

T
&
e
1
=
ul

ibex_core.if_stage_i.pc_mux_i[2:0] PC_BOOT |PC_EXCEPTION) PC_BOOT

ibex_core.id_stage i.conwroller_i.cirl_fsm_cs{3:0] | BOOT SET | FIRST_FETCH | {DBG_TAKEN_ID) DECODE

Root Cause

ibex_core.debug_req_i 0 i

L

Bug caused due to incoming debug request on the debug interface when the controller is in the DECODE state.

Nothing in the design to take care of such requests, causing the PC to be not updated correctly.




