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What is MicroPython?
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A cut–down user–friendly Python interpreter

Designed for resource constrained micro–controllers

Supports most of Python3

Extra libraries for hardware control

Ports available for Linux / RTOS / Bare-metal
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CHERI ports of MicroPython
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⬢ initially ported to Morello, funded by Dstl

⬢ later ported to Sonata / CHERIoT, funded by EPSRC 
‘capable vms’ project
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Morello screenshots
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root@amarena:~ # file ./micropython.purecap

./micropython.purecap: ELF 64-bit LSB pie executable, ARM aarch64, C64, CheriABI, 
version 1 (SYSV), dynamically linked, interpreter /libexec/ld-elf.so.1, FreeBSD-style, 
stripped

root@amarena:~ # ./micropython.purecap

MicroPython v1.20.0-1182.g4c83449fc.dirty on 2025-02-11; linux [GCC 4.2.1] version

Use Ctrl-D to exit, Ctrl-E for paste mode

>>> print('hello world’)

hello world
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CHERIoT GPIO demo
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versions of MicroPython we support
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⬢ CheriBSD/Morello

⬢ Linux/Morello

⬢ CHERIoT-RTOS/Sonata

⬢ baremetal RISC-V/Ibex
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CVE Mitigation
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⬢ 5 MicroPython CVEs reported

⬢ 3 are spatial safety violations, which we mitigate directly 

⬢ 2 are temporal safety violations, which we don’t address

⬢ 60% of MicroPython CVEs mitigated by CHERI
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Check out our CC 2025 paper!
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Performance Results
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1.48x

overhead
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Development Goals
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⬢ Update for latest Sonata version

⬢ Run on SCI Iceni

⬢ More Python library support

⬢ Increased compartmentalization
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CHERI Virtual Machine Working Group
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⬢ CHERI-VM-WG

⬢ focus on CHERI support for virtual machines and managed 
language runtimes, e.g. Java, Python, JavaScript

⬢ cover both server class (CheriBSD, Linux) and microcontroller 
class (CHERIoT)
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For more details…
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⬢ Jeremy.Singer@glasgow.ac.uk
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