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Why protect drones?
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Applications

Civilian and Military 
domain

Software 
Challenges
Flat memory space

Real-Time Constraints

Operations
Data collection

Real-Time processing
RC or Autonomous

Security, memory, and real-time challenges in PX4/NuttX
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PX4/NuttX architecture
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Why use CHERI capabilities?
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⬢ Research and industry examples demonstrate that 
capability-based approaches can effectively protect real-
world systems

⬢ seL4 protected DARPA drone from DEFCON hackers[1]

⬢ CHERI brings capability directly to hardware

⬢ Fine-grained memory protection

⬢ Flexible protection

⬢ Let’s protect PX4/NuttX!

⬢ Running on CVA6-CHERI ISAv9 on FPGA

[1] - https://sel4.systems/use.html 
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NuttX

PX4/NuttX CHERI-enabled architecture
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Simulation-In-Hardware Setup
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Initialization phase:

1. Creation of capabilities and 
allocation of memory for 
compartments

2. Run compartments into tasks and 
start executing with predefined 

arguments
Interactive phase:
1. Jump into perf library to print 

results
2. Jump into main function of the 

module

commander
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Preliminary evaluation

Send and wait reply
or timeout

reply

Under 
investigation

Average overhead: < 1%

Average overhead considering 40Hz: < 3%

https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/


Future Directions
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⬢ Comparison with MMU-based 
PX4/NuttX

⬢ CVEs and CWEs analysis on 
PX4/NuttX (and similar)

⬢ Real hardware tests are 
planned…when available.
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Contact donato.ferraro@minervasys.tech

Web www.minervasys.tech
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