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O Why protect drones?

Security, memory, and real-time challenges in PX4/NuttX
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O PX4/NuttX architecture 1254

Simulation-In-Hardware Setup
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O Why use CHERI capabilities?

¢ Research and industry examples demonstrate that
capability-based approaches can effectively protect real-
world systems

e sel4 protected DARPA drone from DEFCON hackers[1]

e CHERI brings capability directly to hardware
¢ Fine-grained memory protection
¢ Flexible protection

12X T
e Let's protect PX4/NuttX!
s Running on CVA4-CHERI ISAVS on FPGA 4{%

NuttX RTOS

December 8, 2025 [1] - https://seld.systems/use.html CHERI
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O PX4/NuttX CHERI-enabled architecture
Simulation-In- qudwore Setup
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O Preliminary evaluation

Average overhead: < 1%
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O Future Directions

¢ Comparison with MMU-based
PX4/NuttX

¢ CVEs and CWEs analysis on
PX4/NuttX (and similar)

e Real hardware tests are
olanned...when available.

@@®® Decembers, 2025
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