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Tour of VMs

open source, freely available
can build on Morello or cross compile



Ruby ’

* CRuby interpreter developed by U.Tokyo
* Available at https://github.com/plasgroup/cheri-ruby
* Runs on CheriBSD RISC-V and Morello

* Tech Report available: ‘Porting System Software to CHERI:
Lessons from Porting CRuby’

Ruby logo CC BY-SA 2.5 Yukihiro Matsumoto, Ruby Visual Identity Team


https://github.com/plasgroup/cheri-ruby
https://github.com/plasgroup/cheri-ruby
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WebAssembly

* WARDuino embedded interpreter developed by U.Ghent
* Ported to Morello by U.Glasgow

* Available at https://github.com/glasgowpli/WWARDuino

* Runs on CheriBSD Morello

* Aiming to target Sonata/CHERIoT



https://github.com/glasgowpli/WARDuino

MicroPython

* Lean Python interpreter

* Ported to CHERI by U.Glasgow

* Available at https://github.com/glasgowpli/micropython
* Runs on CheriBSD Morello and Sonata/CHERIoT

* Papers available, e.g. ‘Secure Scripting with CHERIoT
MicroPython’

MicroPython logo under MIT license


https://github.com/glasgowpli/micropython

B
BoehmGC @(W

* Plugin garbage collector for C programs
* Conservative collector by default

* Ported to CHERI by U.Glasgow
* Available at https://github.com/bdwgc/bdwgc

* Runs on CheriBSD RISC-V and Morello
* Paper in preparation



https://github.com/bdwgc/bdwgc

Other VMs are available

* OpenJDK HotSpot (from U.Manchester)
* V8 (from Capabilities Ltd)
* CPython (from U.Cambridge)

* harder to build!
* CHERI source code not always readily available!



What needs to happen next?

*get VMs into OS package managers
*showcase CHERI safety features

*adapt for different CHERI processors/platforms



How can you help?

*join CHERI VMs WG at
wg-virtualmachines@cheri-alliance.org

* consider which VMs need porting

*check out CHERI VMs survey at
https://github.com/jeremysinger/cheri_vms_survey

* Use existing VMs and send us any of
feedback / bug reports/ feature requests

Image in public domain
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