@ CHERI Research Project
~ 15th anniversary

The CHERI Research Centre (CRC)

Professor Robert N. M. Watson
University of Cambridge, CHERI Alliance, and Capabilities Limited

CHERI Blossoms Conference
University of Cambridge
26-27 March 2026

S UNIVERSITY OF
(Q RCHFF" L‘i? CAMBRIDGE @J SRI Q) SHER!



Approved for public release; distribution is unlimited.

Development of the CHERI concept was supported by the Defense Advanced Research Projects Agency (DARPA)
and the Air Force Research Laboratory (AFRL), under contract FA8750-10-C-0237 (“CTSRD™), with additional support
from FA8750-11-C-0249 (“MRC27), HRO011-18-C-0016 (“"ECATS”), FA8650-18-C-7809 (“CIFV™), HRO01122CO110 (“ETC"),
HRO01123C0031 ("MTSS™), and FA8750-24-C-B047 (“DEC”) as part of the DARPA 120 CRASH, 120 MRC, MTO SSITH, and
120 CPM research programs. The views, opinions, and/or findings contained in this document are those of the authors
and should not be interpreted as representing the official views or policies of the Department of Defense or the US.
Government.

Arm’s Morello and the Morello-enabled software stack, as well as development of the RV64Y Instruction-Set
Architecture (ISA) standard, were supported by the Innovate UK projects 105694 (“Digital Security by Design (DSbD)
Technology Platform Prototype™), 107145 (“Assessing the Viability of an Open-Source CHERI Desktop Software
Ecosystem?), 10027440 (“Developing and Evaluating an Open-Source Desktop for Arm Morello™), 10027332 (“MOJO - A
Robust Java Virtual Machine for Morello™), 10168042 (“CheriBSD feature extraction, maturity, and testing), and 10168492
(“CHERI for Operational Safety in Memory-Isolated Cores™).

Research from 2025 was supported primarily by the DSIT and EPSRC CHERI Research Centre (CRC) grant UKRI3001.

We further acknowledge EPSRC REMS (EP/K008528/1), EPSRC CHaOS (EP/V000292/1), ERC ELVER (789108), the Isaac
Newton Trust, the UK Higher Education Innovation Fund (HEIF), Thales E-Security, Microsoft Research Cambridge, Arm
Limited, Google, Google DeepMind, HP Enterprise, Codasip, and the Gates Cambridge Trust.
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University of Cambridge, SRI International, Capabilities Limited, Arm,
Google, Microsoft, lowRISC, MSB, Ararat, and SCI Semi

QJ CHERI Research Project - 15th anniversary



A little bit of history

e Founded in 2010, supported by DARPA, the CHERI Research Project has
been tasked with developing new techniques to fundamentally transform
computer security, reconsidering the full hardware-software stack.

e The collaboration began with the University of Cambridge and SRI
International - but now is an international collaboration supported by
investment >$300M from the US/UK governments and industry, including
collaborators such as Arm, Ericsson, Capabilities Limited, Codasip,
Google, lowRISC, Microsoft, SCI Semi, SECQAI, and many others.

e Thereis new a rapidly growing ecosystem of organisations building
CHERI-based hardware, adapting software to CHERI, and integrating
CHERI into first generation products - and need support in doing so!
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What is the CHERI Research Centre (CRC)?

The goals of the CHERI Research Centre, created in 2025, are to:

1. Support industrial, academic, and government communities adopting CHERI by addressing
gaps in research, standards, and education/training

2. Directly engage with the development of third-party CHERI-enabled products, working side-by-
side with hardware and software teams at industrial and other partners

3. Develop and maintain open-source reference designs, documentation, ... to accelerate adoption

The starting point for the CHERI Research Centre was the existing hardware-software-theory team
at the University of Cambridge with unique cross-layer and CHERI expertise:

® The 30+-member team spans security, architecture, systems, programming languages, and
theory research groups in the department, as well as collaborators at SRl and CaplLtd

® Around adozen are PhD students working on CHERI across hardware, software, and theory
Primary support by a grant from DSIT / EPSRC

Additional support from DARPA and industrial sponsors, especially for PhD students
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Critical question: Where is there still research to do?

Transitioning CHERI to industrial use demands a strong academic-focused team
blending research and engineering, working alongside industry:

e Fundamental research - Disruptive improvements to the CHERI model in
hardware and/or software (e.g., temporal safety, integration with /0,
heterogeneous accelerators) and new software use (e.qg.,
compartmentalization models and use at scale)

e Applied research - Evaluating at scale + analysing behavior/ performance,
enabling adoption (e.g., optimising memory footprint / compiler, creating
open-source hardware-software reference designs)

e Standards and best practices development - Downselecting, optimizing, and
refining CHERI from Arm Morello to RVY (e.g., compartmentalization, temporal
safety), developing memory-safety definitions and assurance levels, and
developing guidance on CHERI hardware and software best practices




Some of our areas of ongoing research

e We now have very large-scale experience with CHERI C/C++ memory safety (>200MLoC of
open-source software) - what lessons can we learn from that about the practical deployment
of memory safety, and can we further improve our approach?

e CHERI was designed to support C/C++ memory safety and compartmentalization - but some
of our most critical, and most vulnerable, TCBs are language runtimes for high-level and
managed languages. How could CHERI help .. and will we need to change CHERI to do that?

e CHERI’s scalable compartmentalization primitives open the door for vulnerability mitigation far
beyond memory safety - but what are the accessible software compartmentalization
models enabled by CHERI, and what new engineering practices and tooling will be required to
make this useful “at scale” in major software ecosystems?

e CHERI has been designed for general-purpose CPUs running commodity instruction sets, but
specialised cores and accelerators are now critical to power and performance. How can
CHERI integrate with GPUs, NPUs, and other accelerators to provide consistent strong
protection across a full SoC?

e How can we help government + industry express strong demand signals for memory safety
and compartmentalization through technical contributions, standardization, and outreach?
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Research: Temporal safety for application cores

Temporal memory safety prevents exploitation of use-after-free vulnerabilities
(~50% of memory-safety vulnerabilities) - and is essential to scalable compartmentalisation:

® Revocation can be centralized but unscalable or decentralized and scalable
® Contemporary microarchitecture demands decentralization - creating significant challenges
® Over 4 papersand 2 PhDs (2019-2024) we proposed using sweeping revocation

Industrial RVY development have so far focused on (easier) spatial safety (the other ~50%)

® Memory and performance overheads for some workloads exceed industry tolerance (10% > 2%)
® Draft specification contained serious errors due to lack of full HW-SW validation

We performed several pieces of work from delivering currently understood techniques (matured using
extensive experience from Morello) to novel HW-SW research:

New data-driven optimization of
current revocation algorithms

New software instrumentation and statistics at
scale in mobile device and server systems

New architecture:
“MTE + CHERYI”

Fundamental

Applied
research research
New architecture: New architecture: New software approach: Validate and revise RVY PTE format through co-design:
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Communications: Documenting CHERI limitations

® 8 B vLimiatons 1o CHERI CICH

€ <]

e
4.6, Implications of capability
revocation for temporal safety

4.7, Bitwiise operations on capability
types

4.8, Function prototypes and calling
conventions

4.8, Data-structure and memory-
aliocation alignment

4.9, Restrictions in capablity
Iocations in memory

5. Limitations to CHERI C/C+ memory
safety
5.1, Integer-pointer safety vs. pointer
type safety
5.2. Complle-time uncertainty an
regarding pointer types
5.3. Bounds imprecision, sub-object
bounds, and custom allocators

5.4. Unions.
5.5, Stack temporal safety

5.6. Compiler optimizations and
undefined behavior

6. CHERI compiler warnings and errors
1. Loss of provenance
6.2. Ambiguous provenance
6.3. Underaligned capabilities
7. C APis to get and set capablity
properties
7.1. CHERI-related header files
7.2, Retrieving capability properiies

7.3, Modifying or restricting capabilty
properties

%

% ctsrd-cherl.github iofche:

+

-programminglimitations/index.html

Q CHERI C/C++ Programming Guide

Limitations to CHERI C/C++ memory safety

The idea of memory-safe C and C++ variants able to compile and run the vast majority of extant
code, despite research exploration for several decades, remains surprising: Both languages have
long histaries of catatrophic memory-safety vulnerabilities, leading to disastrous reputations for
their unsafety. It is our experience in developing CHERI C and C++ that there are indeed fundamental
limits to the nature of improvements that can be made: Software written in C and C++ expects
significant type-system flexibiliry, making many forms of static and dynamic enforcement difficult,
and inherently embeds assumptions that lead rapidly to "type confusion.” a historically exploitable
condition that frequently allows minor memory corruption to be escalated into arbitrary code
execution. However, it is also our practical experience that quite substantial headway can be made
in achieving strang memary safety for C and C++ despite this.

Inthis section we dacument and explore a number of constraints and limitations to CHERI C and C++
memary safety. Some originate from limitatians in capturing language-level nations of type safety
(e.g., preventing integer-pointer confusion while not intraducting dynamic typing to differentiate
pointer types from one another) when mapping into CHERI's simpler capability model, some from
CHERI's performance and memery overheadisuch as bounds compression), and athers from

limitations of the currently impler i especially of the compiler and its optimizations -- that
we hope further research will rectify. We explore:

« Integer-pointer safety vs. painter type safety

+ Compile-time uncertainty on regarding pointer types

+ Bounds imprecision, sub-object bounds, and custom allocators
+ Unions

+ Stack temporal safety

+ Compiler optimizations and undefined behavior

For each issue, we provide advice to developers and, where applicable, information on current
research directions that may address these issues in the future.
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As with all technologies, CHERI has important limitations to
what it can achieve:

Potential adopters need to use that information to
evaluate costs and benefits of adoption

Users of CHERI-enabled products need to understand
those limitations to use it safely and effectively
Documentation of limitations is essential to the
credibility of CHERI as a technology

In collaboration with industrial partners, we have
developed new documentation of CHERI limitations
as part of an updated CHERI C/C++ Programming
Guide

This work was performed in collaboration with Arm,
Bloomberg, CaplLtd, Codasip, Google, and SCI Semi.




Communications: Documenting software best practices
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DRAFT: Guidance on CHERI-enabled allocator API
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guarantees and implementations #51
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1 + ## Recommendation for allocator implementations
2
3+ This section provides recommendations for the implementers of heap
4+ allocators on CHERI-enabled s
5  + There is also specific guid n handling alignment and padding required to
6 + take into account bounds don in [Inplications for memory-allocator
7 + designl(../apis/implications-for-memory-allocator-design.md).
8
9+ ### Allocating memory

Correct implementation of software Trusted Computing
Bases (TCBs) is essential to safe use:

® Memory allocators provide memory-allocation
information to CHERI hardware

® |n collaboration with industrial partners, developed
memory-allocator best practices applicable from
microcontrollers (e.g., CHERIoT) through to
application cores (e.qg., Morello, X730)

® [E.g.,In-progress textinthe CHERI C/C++
Programming Guide documents how to use and
implement memory allocators safely

This work has been in close collaboration with Arm,
CaplLtd, Codasip, Google, SIFT, and SCI Semi.




Successftul activities drawing to a close for Year 1

PARISC

RISC-V Specification for CHERI
Extensions

Open-source hardware and software reference designs:

® RVY-compliant CHERI-Toooba research processor design

® RVY-compliant open-source software including CHERI
LLVM compiler, CHERI GDB debugger, CheriBSD OS, and
sel4 OS

Standards and compliance contributions:

® RISC-V International “CHERIV1” - RVY extension
approaching ratification, which will enable a first generation
of standards-compliant cores (e.g., Codasip X730 and
CaplLtd CVA6-CHERI) and software - in extensive
collaboration with Codasip, Google, SCI Semi, and others

® ETSI memory-safety definitions - Early draft “Memory-
safety definitions and assurance levels” in CaplLtd/NCSC-led
effort within ETSI




New activities ramping up in Year 2

Examples of new communication and education activities:
e New CHERI Seminar Series (joint with CHERI Alliance) in Cambridge and online

e New CHERI education material
o Undergraduate education material for use by UK/international universities
o Pre-university education material for use by UK/international schools

Examples of open-source hardware and software activities:

e Support maturity of “second source” open-source application-core IP based
on CapLtd’s CVA6-CHERI, in collaboration with lowRISC + Oxford, to addressing
industrial hardware IP supply-chain resilience

e Contribute to maturing CHERI Linux alongside industrial partners, contributing
to open-source specifications and test suites led by CRC

e Support open-source CHERI reference “computer design”, an FPGA-based
design based on CaplLtd’s CVA6-CHERI, illustrating a “full computer” (including
/O / DMA) as a continuing foundation for research, demonstrators, and
products in industry and academia




Do reach out with any questions, and
see you around the conference!
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