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CVE:

Common Vulnerabilities and Exposures

"ldentify, define and catalog publicly disclosed cybersecurity
vulnerabilities”

https://www.cve.org
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°
— Over 314000 published CVEs and counting... O Cocaslp

CVES in PUBLISHED state from 2010 to 2025

(Data extracted 21 March 26)
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- Why do we want to look at CVEs?

* We need to ensure what we are doing is relevant
* We need to ensure we are focusing on the right things

 \We want to spot attack trends
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— Why do we want to look at CVEs? O “ocasi
 The CVE database should be useful:
» |Large database of vulnerabilites beginning in1999
= Many are categorised into the type of vulnerability

= CVEs are JSON files in a git repo (https://github.com/CVEProject/cvelistV5)

« Machine readable

« Contains lots of information on each vulnerability
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https://github.com/CVEProject/cvelistV5
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—> Classifying CVEs by CWEs

Common Weakness Enumeration
A Community-Developed Dictionary of Software Weakness Tvpes

 Many CVEs specify a CWE : the type of vulnerability

« All CVEs have a description

« We put an LLM to the task of predicting CWEs for those that didn't have one
* Good success when description was clear

» The occasional hallucination (CWE 270017?)
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—> Classifying CVEs by CWEs
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CWE vulnerability types from 2010 to 2025
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—> Classifying CVEs by CWEs °

CWE vulnerability types from 2010 to 2025 with score >= 9.0
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—> Classifying CVEs by CWEs

CVEs from 2010 to 2025 with score >= 9.0

—<— Memory vulnerabilities (Data extracted 22 March 26)
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Modern attacks are chains

Attack chain

A
e
v

Attackers PDF file TrueType ROP/JOP NSExpression bplist NSExpressions
iMessage font exploit
account CVE-2023-41990

Kernel exploit Validator Safari Kernel exploit  Validator Malware
(JavaScript) exploit (Binary)
DollarVM CVE-2023-32435
PAC bypass CVE-2023-32434
CVE-2023-32434 CVE-2023-38606
CVE-2023-38606 Imagent
(cleaner)

(Attack chain from Kaspersky's attack analysis of the Pegasus iOS attack
https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/)

© 2026 Codasip. All rights reserved.

®
0‘ Codasip

CHERI would
have stopped
this at the 1st
exploit (CVE-
2023-41990)

10



The Known Exploited Vulnerabilities (KEV) catalog

Exploited CVEs from 2010 to 2025
(Data extracted 22 March 26)
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—<— Memory vulnerabilities
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—> Time between CVE becoming public and exploitation O Cocaslp

Histogram of exploitation time for CVEs from 1999 to 2025

mmm Memory vulnerabilities (Data extracted 22 March 26)
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—> Memory vulnerability trends? o WOTP

Memory vulnerability CVEs from 1999 to 2025

—*— |ndex calculation issues (Data extracted 22 March 26)
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- Why do we want to look at CVEs?

* We need to ensure what we are doing is relevant
= YES — we are addressing a growing threat

* We need to ensure we are focusing on the right things
= YES — we need a robust, long-term solution

 \We want to spot attack trends

= YES — we need to improve temporal safety
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Thank you!

carl.shaw@codasip.com
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