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Abstract. Despite 20+ years of research on processor verification, it
remains hard to use formal verification techniques in commercial pro-
cessor development. There are two significant factors: scaling issues and
return on investment. The scaling issues include the size of modern pro-
cessor specifications, the size/complexity of processor designs, the size
of design/verification teams and the (non)availability of enough formal
verification experts. The return on investment issues include the need to
start catching bugs early in development, the need to continue catching
bugs throughout development, and the need to be able to reuse verifica-
tion IP, tools and techniques across a wide range of design styles.
This paper describes how ARM has overcome these issues in our Instruc-
tion Set Architecture Formal Verification framework “ISA-Formal.” This
is an end-to-end framework to detect bugs in the datapath, pipeline con-
trol and forwarding/stall logic of processors. A key part of making the
approach scale is use of a mechanical translation of ARM’s Architecture
Reference Manuals to Verilog allowing the use of commercial model-
checkers. ISA-Formal has proven especially e↵ective at finding micro-
architecture specific bugs involving complex sequences of instructions.
An essential feature of our work is that it is able to scale all the way from
simple 3-stage microcontrollers, through superscalar in-order processors
up to out-of-order processors. We have applied this method to 8 di↵erent
ARM processors spanning all stages of development up to release. In all
processors, this has found bugs that would have been hard for conven-
tional simulation-based verification to find and ISA-Formal is now a key
part of ARM’s formal verification strategy.
To the best of our knowledge, this is the most broadly applicable formal
verification technique for verifying processor pipeline control in main-
stream commercial use.

1 Introduction

Modern microprocessor designs apply many optimizations to improve perfor-
mance: pipelining, forwarding, issuing multiple instructions per cycle, multiple
independent pipelines, out-of-order instruction completion, out-of-order instruc-
tion issue, etc. All of these optimizations are supposed to be invisible to the

Accepted for publication at Computer Aided Verification, 2016.
The final publication is available at link.springer.com
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- Ibex/CHERIoT-Ibex has taught us that we can get value 

kinda fast!

- CHERI is hard to implement and small bugs affect security

- CHERI non-trivially affects the whole architecture
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Does not tell us:
- If the CSRs and GPRs are always correct (especially the 

PC)
- If the instruction bits are correct
- Anything at all if our interpretation of internal state is 

wrong

End-to-End
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- So far:
- GPRs for:

- CHERI register manipulation instructions
- R-types and I-types
- (C?)JAL(R?) (excl. exceptions)

- Large suite of lemmas to get all of that working!
- Still to do:

- CSRs, PC, Exceptions, Memory
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- ACPERM not properly legalising permissions — #28

- GCMODE/CGetFlags failing to check that perms are valid — #26

- CLU and control flow instructions may execute concurrently — #23

- SCBNDSR can produce bad bounds — #19

- SCBNDSR addr_bits not maintained — #15
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Intuitively:
Proofs come from looking at a sequence of k states starting from some potentially unreachable state, and 
finding no counterexample in state (k + 1).
(+ base case)

k-induction is backwards looking.

We can prune away some unreachable states with lemmas.

0 1 k k+1...

P P P P?

arbitrary
state
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Want to prove:

assert property (committing -> result == Spec(curr_reg_file))

Problem: Counter-example in k-induction for any k!
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correct means: 

result == FUs(inputs) 

(i.e. clone the execute stage)
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RS1/RS2: 

Derive from instructions ahead (forwarding), or from the RF. 

(i.e. clone IRO)

Decoded Instruction: 

assert property (decoded metadata == decoder(instr bits)) 

(i.e. clone decode)
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- We saw this in Ibex too!

- Always trying to flatten time, to create a SAT problem, where the 

things we’re comparing are just different functions of the same 

inputs

- Essentially doing some kind of backward looking symbolic execution
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CSRs
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Boot Addr
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FU OperandsConstrains what a valid capability can be.

e.g.

-  Tagged capabilities have reserved bits 0

-  All capabilities with IMPLIED_EXP have the 

implied EXP
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CVA6-CHERI

Specification

Aim is eventually to show trace equivalence of memory outputs with spec
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- In the process of showing CVA6-CHERI is correct

- Good progress made, more progress to come

- High level of confidence in the parts of the design we formally verify

+ High confidence from DV in the areas we don’t
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- Thanks to everyone at lowRISC, and to Tom and Brandon from OUI

- Thanks to Amy and everyone else who supported this work!


